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Abstract

Sensitivity analysis attacks constitute a powerful family of watermark “removal” attacks. They exploit

a vulnerability in some watermarking protocols: the attacker’s unlimited access to the watermark detector.
This paper proposes a mathematical framework for designing sensitivity analysis attacks and focuses on
additive spread spectrum embedding schemes. The detectors under attack range in complexity from basic
correlation detectors to normalized correlation detectors and maximum likelihood (ML) detectors. The
new algorithms precisely estimate and then eliminate the watermark from the watermarked signal. This
is done by exploiting geometric properties of the detection boundary and the information leaked by the
detector. Several important extensions are presented, including the case of a partially unknown detection
function, and the case of constrained detector inputs. In contrast with previous art, our algorithms are
noniterative and require at moék(n) detection operations in order to estimate the watermark, where

is the dimension of the signal. The cost of each detection operatiOfris, hence the algorithms can be
executed in quadratic time. The method is illustrated with an application to image watermarking using

an ML detector based on a generalized Gaussian model for images.
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I. INTRODUCTION

Copyright protection of digital media, together with related applications, has fueled the development of
watermarking systems. In many of these applications, security, i.e., the ability to resist intentional attacks,
is a core requirement. In this paper, new attacks on spread-spectrum schemes are presented. They belong
to a family of attacks called “sensitivity analysis attacks” which are known to be extremely effective for
an adversary that has unlimited access to the watermark detector [1]-[9]. In this sense, these attacks are
analogous to chosen-cyphertext attacks in cryptography, where the opponent has access to the decryption
device but does not know the key [10]. The goal is unauthorized removal of a watermark.

A scenario that is vulnerable to such attacks, is when media players accept both watermarked and
unwatermarked copies [3]. Such devices play watermarked commercial digital products as well as unwa-
termarked products such as home videos. An attacker may then be motivated to remove the watermark
from a watermarked copy available to him in order to produce an unlimited number of illegal copies and
resell them.

Moreover, in a typical copyright protection watermarking system, the detection algorithm is publicly
known. While no one should be able to “remove” the electronic watermark, anyone can detect its presence.
In sensitivity analysis attacks, this feature is abused (refer to Figure 1). The attacker makes use of the
detector to extract information about the watermark and subsequently “remove” it. The attacker’s goal
is to create a pirated copy that is perceptually similar to the original watermarked signal and does not
trigger a positive response from the detector. Hence, there is no need to completely remove the watermark:

fooling the detector is enough [4].

Detector Detector
Watermarked | Update pirated Detection Watermarked " ;
; — I 101101... . Create auxiliar Detection
signal copy function sgnal | signals || funetion |~ 101101
Watermark w Estimate Watermark w
watermark
1

Update watermark estimate -
Create pirated copy

(a) (b)

Fig. 1. Detector outputs 0 and 1 indicate watermark absent and present, respectively. The attacker uses the detector as a black
box, to estimate the watermark and create a pirated copy. (a) Previous work: the algorithm is iterative and applies to correlation
detectors. (b) Our approach: the algorithm is noniterative and applies to a broad family of regular detectors. The pirated copy
is constructed in the final step of the algorithm, and triggers the response "0” from the detector.
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Fig. 2. An illustration of Linnartz’s algorithm in the 2-D case.

Sensitivity analysis attacks have been previously addressed by Cox and Linnartz in [1], by Linnartz
and Van Dijk [2], by Kalker, Linnartz, and Van Dijk [3], by Tewfik and Mansour [5] and [6], and by
Comeéna, Rrez-Freire, and &ez-Gonalez [8].

To our knowledge, Cox and Linnartz [1] were the first to study this problem. They argued that with the
aid of a watermark detector and a sizevatermarked image, the attacker should be able to estimate
the watermark afte©(n) and notO(2") calls to the detector. Note that sensitivity analysis attacks are
only possible because of the repetitive use of the detector. Therefore, if the detection operation itself is
of complexity O(n) (because the detector computes, e.g., a correlation statistic), then the attack method
is effectively of complexityO(n?). The attack method in [1] is described at a high level. The attack
progressively modifies the watermarked signal into one that is just on the negative side of the decision
boundary. For each pixel at a time, the luminance is changed till the detector response changes from
watermarked to unwatermarked. At the end of this process, the attacker has a collection of the pixels that
largely influence the detector’'s decision. A correlation type detector is assumed although it is claimed
that the attack is still possible with other detectors. In this paper, we explicitly state the steps required
by our proposed algorithms to obtain an estimate of the watermark for various detection methods.

For another approaérsuggested in [2] by Linnartz and Van Dijk, the preliminary step is also to find
a signaly almost on the decision boundary (see Figure 2). Indeed the basic idea of this approach is to

move in the plane tangent to the decision boundary towardsor a correlation detector, the decision

For convenience, this algorithm is denoted as Linnartz’s algorithm.



TO APPEAR IN IEEE TRANS. ON INFORMATION FORENSICS AND SECURITY, VOL. 2, NO. 2, JUNE 2007 4

boundary is a hyperplane orthogonal to the watermariwhich can then be estimated and “removed”.

For other types of detectors, the attack algorithm requires more iterations. On the contrary, our algorithms
are noniterative and they are guaranteed to give a good estimate of the watermark after a finite number
of steps. Moreover, we consider real-valued watermarks, while in [2] the watermark is bipolar and only
the signs of its components need to be estimated.

Another attack algorithm was proposed in [3] by Kalker et al. Their algorithm is specialized to
normalized correlation detectors, is iterative, and considers only bipolar watermarks.

Later, Tewfik and Mansour [6] used the least mean squares (LMS) algorithm to estimate the watermark.
For this purpose, the attack requires a sufficient number of signals on the decision boundary. However,
the convergence properties of this method remain to be investigated. In the same paper, the authors
recommend processing of the detection boundary to make it fractal-like. This is addressed in another
paper by the same authors [5]. According to [5], this new boundary cannot be reliably estimated because
it is nonparametric.

Finally, another attack was proposed recently by C@maset al. in [8]. This attack also uses a
numerical method in order to create an unwatermarked signal with minimum Euclidean distortion relative
to the watermarked signat originally available to the attacker. The numerical method used in [8] is
an adaptation of Newton’s method. It is an iterative algorithm, and its computational complexity and
convergence properties are currently unknown.

In this paper, we present new algorithms for sensitivity analysis attacks. Table | summarizes the
advantages of our new algorithms over the algorithms cited above. The main idea is to exploit the
mathematical properties of the detection function and accordingly process the information leaked by the
detector to estimate the watermark. For this reason, we study in this paper two general classes of detectors
and generate a sensitivity analysis attack algorithm for each class. We first study generalized correlator
detectors and provide an algorithm that estimates the watermark-ih steps. Popular detectors in this
class are the standard correlation detector, the normalized correlation detector, and the Patchwork detector.
Next, we address a broader class of nonlinear detectors, which we call regular detectors. Assuming that
the detection boundary is smooth enough, the algorithm locally approximates it hy-dmensional
hyperplane and obtains the watermarRint1 steps. This class includes a variety of maximume-likelihood
(ML) detectors, e.g., based on generalized Gaussian models for the Discrete Cosine Transform (DCT)
coefficients of the host image [11].

Next, we study the scenario when a finite set of parameters, such as threshold of the test, or parameters

of the ML detector, are unknown to the attacker. We modify our algorithms to fit this scenario and we show
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TABLE |

OUR NEW ALGORITHMS VERSUS PREVIOUS ALGORITHMS

Algorithm Characteristics
Cox and Linnartz [1] Correlation detection assumed, iterative algorithm, real-valued watermark.
Linnartz and Van Dijk [2] Correlation detection, iterative algorithm, bipolar watermark.
Kalker, Linnartz, and Van Dijk [3] Normalized correlation detection, iterative algorithm, bipolar watermark.
Tewfik and Mansour [6] (Iterative) LMS algorithm, real-valued watermark.

Comeéina, Rerez-Freire, and &ez-Gonalez [8] Iterative based on Newton’s method, real-valued watermark.

Our algorithms Explicit formula for the watermark estimate, noniterative,
O(n) detection probes, general/parametric detection methods,

real-valued watermark, quantization effects considered.

that their complexity does not increase significantly. Finally, we take into account practical constraints
that may be imposed on the detector’s input and consequently on the attack algorithm.

This paper is organized as follows. Section Il describes the notation used in this paper. Section Il
presents the assumptions made about the attacker. Section IV presents a new algorithm that recovers the
exact watermark im + 1 steps when the detection statistic is the correlation between the signal and
the watermark or a function of it. In Section V, another algorithm is derived that applies to the family
of regular detectors. Section VI considers parametric detectors, where the attacker does not know some
of parameters of the detection function. In Section VII, we take into account the constraints that result
when the detector’s inputs are digital images. In Section VIII, we present simulation results to ascertain

the performance of our algorithms. Finally, conclusions are presented in Section IX.

II. DEFINITIONS AND NOTATION

All the signals are represented aslimensional vectors. We denote bythe zero vector. Let be the
original signal,x the watermarked signal, and the watermark, an arbitrary elementRf. Let o > 0

be the strength parameter. The watermarked signal is obtained by additive spread spectrum embedding
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of the watermark into the original signél
X=s+0wW. 1)

For simplicity, assumer = 1 and let the strength of embedding be represented in the magnitude of the
watermarkw.
The detection threshold is. Given a signaly, the detector computes a detection statistiz, w).

Then, the detector comparés/, w) with 7. The decision is

1, ift(y,w)> 71 (Watermark present)
d(y,w) = (2)
0, else (Watermark absent)

Givenw, the set of ally such thatd(y,w) = 1 is theacceptance regionf the test; the complementary

region is therejection region

Il. ASSUMPTIONS ABOUT THEATTACKER

The attacker knows the detection function ugéd-) and all the system parameters, including the
thresholdr. He knows neither the watermark, nor the detection statistiy, w) for any test signay .
However he has unlimited access to the detector and has access to a watermarked Jigaafore, he
can design signalg and observe the corresponding binary decision, w) in (2). (Section VI extends
the algorithm to the case of parametric detectors with unknown parameters inctugling

The attack methods derived in Sections IV and V rely on the following subproblem:

« Given a signalv and a directiond, the attacker needs to estimate a scalauch that the signal

v + ad is on the detection boundary, i.é(v + ad,w) = 7.

In general, we may writevx = H(v,d), where the domain of the functiod is a subset olR™ x R".
Consider for instance the correlation statigtig, w) = y - w; then

T—V -W
=H(v,d) = ——
is defined for allv, d, except on a set of measure zero.
To evaluater, the attacker may use any convenient search algorithm, for example binary search. Due

to the finite number of steps of the search algorithm, the value obtained is not exactlyd (v, d).

2In fact the watermark estimation methods studied in this work do not require knowledge of the embedding rule. Instead of (1),
one could use an adaptive spread spectrum rule, in which the strengthies locally depending on local signal characteristics;
or one could apply suitable preprocessing to the Isost order to reduce host-signal interference during detection [4], [12].

The watermark removal step, however, depends on the embedding rule.
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More accurately, ifa lies in an intervall of width W, the minimum number of iterations needed in

order to estimatex with precisionx > 0 is
w
Q= [logz w : (3)
K
The attacker’s goal is to produce an estimétef w and create the pirated copy
S=x—0ow. 4)

The mean-squared distortion of the pirated cpglative to the host signalis D, = 1||s—s||2. However,
recall that the attacker does not knewand only has access 0 Sincex should be perceptually similar
to s, the attacker may usB, = 1||x — §||? as an indicator of the perceptual quality ff

T n

IV. GENERALIZED CORRELATORDETECTOR

The new approach exploits directly the underlying structure of the detection boundary to estimate the

watermark. In Sections IV-A and IV-B below, the simple correlation detection method is used:

Hy, w) =y -w. 5)

Then, the detection boundary is andimensional plane orthogonal to the watermark vestorin
particular, Patchwork [13] is an additive spread spectrum embedding scheme with correlation detection
method and the algorithms in Sections IV-A and IV-B can be used to defeat it. In Sections IV-C and
IV-D, extensions of the basic detection method in (5) are investigated, including normalized correlators
and nonlinear pre-whitening correlators.

While deriving the new attack algorithm, several cases should be considered according to the conditions

imposed on the detector input. This yields slightly different algorithms.

A. Unconstrained Detector Input

In the simplest setup, there is no constraint on the input to the detector. In this case, the attacker selects
a set ofn orthonormal vectore!,e?...e" € R”. Let w; = e’ - w be the watermark component along

the i'” unit vectore;. From (5) we have
t(ei, W) = w;. (6)

Hence, the attacker just needs to estintété, w), the correlation statistic for eaefi. For this purpose,

it suffices to identify the vectog’ = a,e’ at the intersection of the radial line in directief and the
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Fig. 3. Anillustration of the attack algorithm on correlation detection schemes in the 2-D case.

decision boundary (refer to Figure 3). As described in Sectiomdllis obtained asy; = H(o,e’). By

the linearity property of the dot product, we ha\fe’, w) = 7/a;, and therefore from (6) we obtain

Q;

By executing sufficiently many binary search steps, the attacker obtains an estimate of the watermark
vectorw = >, w;e’ with any desired precision. Note that the watermarked signial not needed at

all in this algorithm.

B. Constrained Detector Input

Often, the input to the detector must belong to a bounded regiatich is a subset of the Euclidean
spaceR”, as in the case for digitized images or audio. The watermarked sigisslf lives in this region.
This may preclude using arbitrary orthonormal vectpss} as test signals as was done in Section IV-A.
Therefore, we need a modified strategy for selecting the test signals.

For simplicity, we assume tha# is a star-shaped regi&n

xeB= axeB, Yacl0,l]. (8)

3This assumption does not hold for instance, when the detector’s input is subject to quantization constraints (e.g., a detector

that takes only JPEG images). Please see Section VII.
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The attacker selects a setofrthonormal vectorge’}. He now uses the watermarked sigraio create
an auxiliary signaly € B that is not on the decision boundary. Actually,is constructed as a scaled
versiony = ax of x, where0 < o < 1. By our assumption (8), we hage e B. Then, the scale factor

«; is selected such that’, defined below, is on the detection boundary (refer to Figure 3):

y. £ y+oe, (9a)
o; = H(y7ei)7 (gb)
=ty',w) = T, (9c)

where H (-, -) is defined in Section .

This is done for every € {1,2,...n}. If y is selected insid# but far enough from the boundary of
B, it is guaranteed that the signaté will belong to B (see Figure 3).

Using the linearity property of the dot product again, (6), (9a) and (9c) imply

T=ty,w)+aquw;, 1<i<n. (10)

Moreover, from (5) we have
tly,w)=y -w= Zyzwz (11)

Substituting (11) into (10), we obtain

Z yjwj + (yi +o)w; =7, 1<i<n.
Jj=1,j#i

This is a linear system at equations withn unknowns. Normally, solving such a system would require
O(n?) operations. However, the special structure of this system reduces the number of operations to
n + 1, as shown below.
From (10), we have
wiziw, 1<i<n. (12)

Multiplying both sides of this equation by;, summing froml to n, and substituting the sum into the

right side of (11), we obtain
yz
t(Y? ) T - t y7 Z s (13)
=1 7’
which yields the value of the correlation statistic,

T Y iy Vi (14)

ty, w) = — =izt Y%
&™) = T35 e
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TABLE I

CORRELATION DETECTION ALGORITHM.

Usex to constructy near the decision boundary but not on if.

Constructn signalsy® = y + a;e® on the decision boundary.

Computet(y, w) from (14).

Alw| N |k

Estimate the watermark by replacinfy, w), a; andy; in (12).

Hence, the attacker first uses (14) to compuie w), then (12) to compute; for 1 < i < n, and finally
obtainsw = >, w;e’. The algorithm is summarized in Table IL.

After n+1 steps, an estimat of the watermarkw is obtained and is used to construct the pirated copy
§ as indicated in Section Ill. Note that the attacker’s unlimited access to the detector is what enables
him to estimate the scale factorg, i € {1,--- ,n}. As explained in Section Ill, the binary search
algorithm can be used for this purposedif lies in an intervall of width W, the minimum number of
iterations needed in order to estimatewith precisions > 0 is @ in (3). Hence, the algorithm requires
@n detection operations in order to estimate the watermark. However, the detection operation itself has
linear complexity inn, the length of the signak. Therefore, the algorithm ha®(Qn?) complexity.
Moreover, the algorithm is noniterative in the sense that in order to estifnatewith precisions > 0

and hencew, Qn operations are required exactly.

C. Function of the Correlation Statistic

Let us consider the following detection statistic:

where F(-,-) is a general function mappiri§ x R™ to R. In other wordsw affects the detector output
only via the scalar quantity - w. Note that sincey is known to the attacker, he can vieMy,w) as
a function of the scalar unknowy - w. We assume thak’(-, y*) is invertible for the test signaléy’}
defined in (9a), and denote by !(-,y*) the inverse function.

Of course the simple correlation statistic used earlier in this section is a particular case of (15), with
F(y-w,y) =y -w. Another particular case is the normalized correlation statistic [4], which is used in

Kalker’s algorithm [3]:
y w

- YW 16
Ty TTwl’ (16)

t(y,w)
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where the functionF(y - w,y) = = 7 Is invertible for ally, with F7Y(f,y) = flyllw]. This is

— YW
Iy llliw

true if ||w|| is known to the attacker. If this is not the case, then redefine the detection function as

_yw

and let the threshold be = 7||w||. Again, this function belongs to the family of detection functions
considered in this section. However, the threshdlds unknown to the attacker, a scenario studied in
Section VI and proven not to affect the complexity of the attack.

We now ask: under which conditions can the watermarke restored irO(n) detection operations.
The attacker creates a signalanywhere inR™ excepto and the decision boundary. Then, similarly to
the algorithm proposed in Section IV-B, he constructs siggals < i < n, on the decision boundary,
i.e., F(y'-w,y') = 7. Using (6), (9b), and (15), and the linearity of the dot product, we obtain

Fly - w+auw,y)=7, 1<i<n. (18)
The n equations given in (18) form a nonlinear systemnirunknowns. The system can however be
transformed into a linear system under the invertibility assumptio’@above. From (18) we obtain

y'w+aiwi:F_1(T7yi)7 1<i<n.

This system can be solved similarly to that in Section I1V-B, and therefore an estimaftéhe watermark

is obtained inn + 1 steps, and)(n) detection operations.

D. Nonlinear “Pre-Whitened” Correlator

In this section, we study a class of detectors that attempt to remove host signal interference prior
to correlation with the watermark [14]. First the detector estimates the host signak (y), then it

subtracts the estimate frogn before correlating withw. The detection function is

ty,w)=(y —s(y)) - w. (19)
If the estimator is linear iry, the detection function in (19) reduces to
tly,w) = (Gy)-w
= v (G'w),
where the superscrigtdenotes matrix transpose.

By our assumptions in Section Ill, the attacker knows the matrikle may use the algorithm described

in Section IV-B to estimat&x'w asw,. If G is invertible, the estimate of is obtained as

W= (G w,.
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More generally, if the estimatog(y), is nonlinear, the detection function in (19) takes the form

ty,w)=f(y) w, (20)

where f : R — R™ is a nonlinear transformation, known to the attacker. Consider the case fyhen
is invertible. In order to obtain an estimate for the watermarkn signals{y‘} are generated on the

detection boundary:
f(yi)~w =7, 1<i<n. (21)

The attacker generates, for each {1,...,n}, a new signak’ = y + «;e’ such that the inverse signal
y' = f~1(z%) is on the detection boundary. A slight variation of the mappihg, -) defined in Section

Il is used to evaluate the scalas.

. £ y+ e,
= Yy
y - (Z )7
ziw = 1, 1<i<n. (22)

The system (22) can be solved using the algorithm of Section IV-B.

V. REGULAR DETECTORS

In this section, the vulnerability of general decision rules to sensitivity analysis attacks is investigated.
For this purpose, detection statistitg/, w) other than the simple correlation statisgc- w and its
extensionsF(y - w,y) and f(y) - w considered in Section IV are addressed. In particular, we assume
that the detection boundary satisfies second-order regularity conditions and can be locally approximated
by a hyperplane. Under these regularity conditions, we are still able to produce an accurate estimate of

the watermark in quadratic time.

A. Assumptions on Detector
Let us consider the general decision statistic, w), and define the gradient mappigg R" x R" —
R™ as follows:

Our first assumption is (8): the feasible regiBrfor the detector input is star-shaped. Assume that the
watermarkw, the watermarked signal, and the scaled signgl = ax defined in (25) below satisfy the

following properties:
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(A1) t(o,w) < 7 < t(x,w), i.e., the origino belongs to theejection regionand the watermarked
signal x to the acceptance regian
(A2) There exists) > 0 such thatt(-, w) is twice continuously differentiable in the—dimensional

L?-ball of radius/nn centered ay:
By(n) ={y : |y = ¥Il < vnn}.

Moreover, the absolute eigenvalues of the Hessj@m(y,w) are upper-bounded by

A < 00 (24)

for all y € By(n). (Note that)\ generally depends ow, y, andn.)
(A3) There exists > 0 such that the gradient mappiggy, -) of (23) is invertible over the.?-ball

of radius+/ne centered atv:
Bu(e) = {W : |w — W] < Vne}.

B. Algorithm

By our assumptions in Section Ill, the attacker knows the functien) and the threshold. Given

the watermarked signad, he may then implement the following steps:

1) Evaluate the scale facter = H(o,x) such that the signal
y = ax (25)

lies on the decision boundary:
tly,w)=r. (26)

This is possible because of (Al) and our assumption (8) that the réisrstar-shaped.
2) Select an orthonormal set of vectqrsi}i:h,_?n andn small positive numbers;, ..., e,. For each

1 <i < n, if needed, flip the sign of; such that the signal
¥y =y +ee (27)

lies in theacceptance regiofisee Figure 4). This signal is scaled to produce a sigfhain the

detection boundary:
y' = wy, (28)

t(yi, w) = T, (29)
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Detection Boundary

Watermark present

O €1

Fig. 4. Anillustration of the attack algorithm on general detection schemes wher2.

Observe thah < «; < 1 because is in therejection regionandy' is in the acceptance regian

For ¢; small enough, the signalg’ will also be in By (1), and «; will be close tol. Therefore,

potential ties (in case the equatiofo + «;y°, w) = 7 defining H(-, -) has multiple solutions) are
broken by choosingy; closest tol.

3) Approximate the decision boundary By (n) by a hyperplane due to assumption (A2)
ty',w) =~ t(y,w)+d"-gly,w), (30)
d = y' —y. (31)
From (26), (29), and (30), we obtain
d'-g(y,w)~0, 1<i<n. (32)

The gradient vectog(y, w) is orthogonal to the hyperplane defined in (32). The components of

g(y,w) along the orthonormal directions are
gily,w) =¢"-gly,w), 1<i<n. (33)

The set of approximate equations given by (32) formswann linear system in the components

of g(y,w). Now let
B=y-gly.,w). (34)

“The purpose of (A2) is to control the quality of the linear approximation. For detailed derivations, please see the appendix.
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TABLE 11l

ATTACK ON REGULAR DETECTORS

Scalex and obtainy on the decision boundary.

Constructn signalsy® = y + €;€e’ in the acceptanceaegion neary.

Scale these signals and obtairsignalsy® = a;y* on the decision boundary.
Solve (38) forg.
Estimateg(y, w) by replacinga;, €; and 3 in (36).

Ol | W[IN|F

Estimate the watermark by substitutiggy, w) into (37).

Substituting the expressions (27) and (28) §érandy’ into (31), we obtain
d' = ;5" —y = (a; — 1)y + ajee’. (35)

Taking the dot product odl’ in (35) with g(y, w) and using (32), (33), and (34), we obtain

l—ai

9i(y, w) =~ B, 1<i<n. (36)
Q€5

By assumption (A3), the watermask is recoverable from the gradient vecigfy, w). Denoting the

inverse function byg~!(y, ), and usingg(y,w) = >, g:(y, w)e’, we obtain

w=g' (y,Zgi(y,W)ei> : (37)
=1

At this point, the attacker has selectéd} and evaluated«;}. Using (36), he can now estimate the
n components of(y,w) up to a scaling factop. Therefore, the: x n system (32) can be solved for
g(y,w) up to the factors in n steps instead af)(n?) steps. To computg, we substitute (36) into (37)

and then (37) into (26), and obtain a nonlinear equation with a single unkgown

t (yu g_l (yaﬁz 10[_6041 ez)) ~T. (38)
i—1 €5

Since the attacker knows the mappigg!(-,-), he can numerically solve (38) fg8. Then he can

obtain{g;(y,w)} from (36) andw from (37).

It should be noted that (38) may be hard to solve and may have more than one solution, depending
on the nature of the detection statistic, -). Moreover, unless the decision boundary is a hyperplane
in the neighborhood of, the local linearization (32) is only an approximation. Yet as illustrated in
Section VIII-C, by selecting appropriate scalaysthe watermark can balmost exactlyestimated. Table

Il summarizes the steps of the algorithm.
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Finally, we comment on the complexity of this algorithm. As mentioned above, the scalars used by
the algorithm arev, «;, ande; for ¢ € {1,...,n}. First, the attacker estimates the scalae (0,1) by
the binary search algorithm with precisiork x < 1. Then, he sets the magnitude of the scatart® a
small value. Their signs are selected such §Hat y + ¢;e’ belongs to theacceptanceegion. Next, the

scalarsa; € (0,1) for i € {1,...,n} are estimated in a similar way te. The required number of steps

Q= [1ozs 2

Therefore, the algorithm requiré® + 1)n + @ detection operations. Since each such operation is linear

for each estimation is

in n, the dimension of the signal, the algorithm K Q + 1)n?) complexity. Moreover, the algorithm is
noniterative, since a good estimate of the waternmvarls obtained exactly aftef@ + 1)n + @ detection

operations.

C. Application to Generalized Gaussian Hosts

Let us apply the algorithm of Section V-B to ML detectors, assuming that the host signdistributed
according to the generalized Gaussian distribution (GGD):

fs(s) = A-exp (— > |csz-r“) ,

=1
wherec is a scale parameter, antis a normalizing constant. Given an input sigaathe log likelihood

ratio statistic, scaled by *, is equal to
taw) 2 i EEEN Z b = 2 — il (39

In (39), z;, 1 < i < n, are the components af This detector was first used for watermark detection by
Herréndez et al [15].

We assume thaB = R"”, so assumption (8) holds. A necessary condition for assumption (Al) in
Section V-A to hold is that the threshotdexceeds (o, w) = — > " | |w; |

If the function in (39) is differentiable for the signatsand w, the gradienig(z, w) exists:

0
gi(z,w) = o (lal" — [z —wil"),
= u (sgn(z,)\zﬂ“* —sgn(z; — w;)|z ~’“_1), 1<i<n. (40)

For u > 1, the gradient of (40) exists for al andw. However, foru < 1, g(z, w) exists for the signals
z andw if and only if z; # 0 andz; # w; for all i € {1,...,n}. This condition holds almost everywhere

(a.e.) onB x R™. Therefore, the gradierg(z, w) exists a.e.
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Let us denotey;(z, w) by ~(z;, w;) since it is a function ok; andw; only. For any giverz;, v(z;, )
is invertible, as shown below. The inverse function is denoted by(z;, -).
Whenp = 2, the GGD detector is a detector equivalent to the simple correlation detector in (5). The

test statistic of (5) is multiplied bg and the energy terrfiw||? is subtracted:
t(z,w) =2z - w — ||w]>. (41)

Equation (40) yieldsy(z;, w;) = 2w;, and thereforeg(z, w) = 2w.

For the more general case whgris not necessarily equal & (40) implies

sgn(z; — w;) = —sgn (7(2:1%) — sgn(zi)]zi\“_1> ,

and

1

n—1

v(2i, w;)
7]
Therefore, for each; andg; = v(z;, w;), we have

— sgn(z)|z]"

|2 — wl :‘

w; = v Nz, )

z; +sgn <‘(Z — sgn(zi)|zi|“_1> ‘”(Z — Sgn(zi)|zil“_1

n—1

(42)

Hence, the watermark is recoverable, given the gradiegf{z, w) and the signak and the GGD
detector satisfies assumption (A3). Let us now check assumption (A2). The Hessian matrix for the

detection statisti¢(z, w) in (39) is diagonal. Thus its eigenvalues coincide with the diagonal entries

)\i = ﬁt(Z,W)

0?2 _ _ .
= goallal =z —wil") = u(p—1) (2372 = |z —wi[*72), 1<i<n.

%
We have|\;| < oo for p > 2 andV z € B andV w € R". We have|\;| < co for u < 2, only when
zi #0andz; # w; for all i € {1,...,n}, a condition that is satisfied a.e. @hx R". Hence t(z, w) is
twice differentiable a.e. Hence, recalling (24)yifandw are selected from some probability distribution
that is continuous with respect to the Lebesgue meastirp\ = o] vanishes ag — 0.

The algorithm constructs the signatsandy?, 1 < i < n, from x as described in the previous section.
For u > 2, A < oo since all the signals of interest belong to a bounded region of the spa¢e). For
1 < <2, we have

A = p(p — 1) max (22, d"2

min? mm)
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where

A . .
Zmin = MIn  min |2;
z€B,(n) 1<i<n 1z

and

A . .
dmin = min  min |z; — w;,
z€By(n) 1<i<n

where (for smally), the probability that,,;, = 0 or d,,;» = 0 is very small. Note thay is an auxiliary
signal on the decision boundary. If for this signal.;, and/ord,,;, are too low, i.e.\ is too high, the
attack may fail, i.e., not result in a pirated copyvith low distortion. In this case, the attacker can just
generate another sigiay on the decision boundary. Hence, (A2) is satisfied with high probability.
Therefore in the cases where all the assumptions are satisfied, the algorithm is used to generate the
signaly and the scalars; ande;, i € {1,...,n}, as described in Section V-A. Equation (42) gives the
expression of theé'® watermark component; in terms of the;'" gradient componeny;(y, w). From
(36), we obtain an approximation f(%rgi(y,w). Substituting (36) into (42) and using the fact the signal

y lies on the boundary, we obtain

tly,w) = 7
Dolwil =y —wilt = 7
=1
fB) ~ 1 (43)
where we have defined
N |- -
fw>zgﬁww ' PP sgn(y;)|yil" }, BeR. (44)

We are interested in studying the existence and the number of roots of the egtgtion 7.

Let us assume temporarily that= 0, corresponding to a Bayes test with equal priorsfhnand H;
and zero/one cost assignment. The functf@ld) satisfies the following properties, which are illustrated
in Figure 5:

1) f is continuous.

2) f is concave since it is the sum afconcave functions of the form () = ¢; — |a;3+ b;|P, where

a;, bj, andc¢; are real numbers ang> 1.
3) Equation (44) evaluated & = 0 results inf(0) = 0. Hence,3 = 0 is a solution of (43).
4) f(B) — —oc as|f] — oo.

SFor instance, a random vector, can be added t&, and the algorithm of Table Il is applied to+ v.
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|
|
@ | By b, g

Fig. 5. An example of a function with similar properties £§3).

Therefore, the functiorf(3) must cross thg-axis at auniquelocations = 5* > 0. Note that the first
solution, 3 = 0, is degenerate, since it results gy, w) = 0 in (36) and (40), we obtai®w = 0. The
next step of the attacker is to use thils in (36) in order to estimate the components); = g;(z, w).
Next, (42) is used to estimate the componemnisof w for 1 < ¢ < n. In summary, the watermark is
recovered irkn + 1 steps. Using this estimate, the attacker computes the piratedscagng (4).

In the general case when the threshold-is- 0, the roots of the equatiofi(3) = = are 8; and 3,
shown in Figure 5. Sincg; and 3, are continuous functions of, 3, is always the root that should be

selected by the attacker. Note thatrit> maxg f(3), the equationf(3) = 7 no longer has roots.

VI. PARAMETRIC DETECTORS

As stated in Section lll, the threshold, the detection function, and all its parameters are known to the
attacker who uses this knowledge together with his access to the detector in order to estirSBatae
schemes attempt to improve security by keeping a few parameters secret. Intuitively, we cannot expect
such an approach to be successful. In this section, we extend the algorithms of Sections IV and V to

defeat such schemes. The complexity of the algorithms is not significantly increased.

A. Unknown Threshold

We begin by showing that keeping the value of the threshold secret does not make the watermarking
scheme more secure.
1) Generalized Correlator DetectorAs in Section |V, the main idea of sensitivity analysis attacks is

to make use of the unlimited access to the detector in order to obtain information about the watermark
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w. This is done by creating auxiliary signals on the detection boundary, resultingrinxan system of
equations of the form

yi-w=r ie{l,...,n} (45)

The unknowns are the vecter and the parameter.

Claim 1: If (wg, ) is a solution of the system (45), then so(isvy, crg) for any ¢ € R.

Therefore the attacker cannot recover the exact watermark and threshold. In fact, the attacker is not
concerned about the threshold, he is only interested in producing a good estimate of the watermark and
a good signal in the rejection region. Although the threshold is unknown, the attacker can still estimate
the watermark up to a scalar.

Define the normalized watermark

/

W = —W.
T

Then (45) may be viewed as a linear systermagquations in the: unknownsw;, 1 <i < n:
yiow'=1, ie{l,...,n}. (46)

This is exactly the same problem as the one considered in Section IV-B, with threshold etiuBram
(12) and (14), we obtaiw’ as follows:
/ Wws 1 .
w; = — = , Vie{l,...,n}.
T (14 )

Having w’, we can construct the projectiad of the watermarked signat onto the boundary. Since

x’ — x is orthogonal to the boundary, we have
x' =x +cw’, for some constant ¢ € R.

Sincex’ is on the boundary, we also have

w-X = T

w.x =1

wox bW = 1
1-w-x

C =
w2

Therefore, the projection of the watermarked sigwain the boundary is given by

Wy WX
B [w'[2 '
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2) Host Available at the Detectortn the analysis we made so far, we assumed blind detection. It
turns out that the case when the host signal is available at the detector is just the same as the case of
blind detection with unknown threshold considered in this section. Assume again that the detector is the

correlation detector. If the detector knows the hgsthe test takes the form

tly,w)=(y—s) w

AV

T,

which is equivalent to

/
yow > 7

wherer’ = 7+s-w. Both the host signal and the watermark are unknown to the attacker, therefare
is unknown to him also, and we are back into the problem of the previous section: estimate the watermark
in case of blind correlation detection and unknown paramgter
3) Regular Detectors:The family of regular detectors was introduced in Section V. Here, we have
to estimate two unknowng} and r. Therefore, we need one more equation in addition to (38). For this

purpose, an auxiliary signal is generated from the watermarked siggabn the decision boundary:

t <u,g-1 (mZ — )) ~ . (47)

We can solve for3 by subtracting (47) from (38) and finding the root of the equation

(o (5o oo (e

Next, we substitute the estimatgdinto (38) and obtain an estimate of Recall from Section V-C that

for GGD hosts withi = 2, the detector is a correlator, the boundary is a hyperpjaamed the gradient
in (40) is equal to2w. Therefore the magnitude of is proportional tog and the attacker knows the
watermark up to its magnitude (see (36)). But neitfrer|| nor 7 are recoverable by Claim 1. In this
case, any’ € R is a valid root for (48), as expected. The attacker can also follow the method in Section

VI-A.1 for an estimate of the direction of.

B. General Parametric Detector

In this section, we give the general steps for a sensitivity analysis attackywitiknown parameters.
Let 6 = (07,...,0,) be thep—length vector of parameters. The thresheldnay be one of these

parameters. The detection function depend®obenote the difference between this function ands

®Hence, all the approximate equalities are exact for this special case.
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fo (z, w), wherez € R" is the input to the detector and € R is the watermark. Therefore the decision
boundary is given by the equatigfy (z, w) = 0.

If the parameter-vecto®* was known by the attacker, one of the algorithms described in Sections 1V
and V could be used to estimate the watermark by generatisignals,y’, 1 < i < n, on the detection
boundary. Whe®* is unknown in addition to the watermask, the attacker can just generate additional

signalsz’, 1 < i < ¢, on the detection boundary, i.e.,

for(z',w) =0, 1<i<g, (49)

whereq > p. For any candidate—vector 8, an estimate of the watermdrkan be obtained using one
of the algorithms in Sections IV and V. L&t (0) be this estimate. We propose the following strategy

for the attacker: find that minimizes the cost function
q

Ty (0) = |fo (2. W (0))] > 0. (50)

=1

Then the attacker’s estimate of the watermarkvi@).

=15 t=0

300

Fig. 6. Cost functionJ, (@) with ¢ = 3 and two unknown parametefsand .

According to the theory of Sections IV and W; (6*) can in principle be a perfect estimate of the
watermark, i.e..w (0*) = w. Then the cost function in (50) is minimized @t, i.e., J, (6*) = 0 due
to (49). If the cost function/,(-) admits a single global minimum, theh coincides withg*, and the

attacker’s strategy is guaranteed to recover the watermark. In practice, the cost fuliétjomay have

"Not necessarily a good estimategfdiffers from *.
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multiple local minima, so we use a multistart optimization procedure to seek a global mifirhiate
that in practice the signats’, 1 < i < ¢, may not be exactly on the detection boundary but very close
to it. For this reason and because of the nonperfect accuracy of the algorithms of Sections IV and V,

w (0*) is only approximately equal tev.

1000 T 500

3(w0)
3,(157)
N
a
o

0 0
1.2 1.3 14 15 16 1.7 1.8 1.9 2 -500 ] 500
T

n

Fig. 7. Left: Cost function withu the only unknown parameter. Right: Cost function withthe only unknown parameter.

In order to illustrate this method, we will consider the GGD detector of Section V-C with the fixed
coefficientpy* = 1.5 and thresholdr* = 0. The watermarked signal has length= 1024. Figure 6
illustrates the case when= 3 and bothu and+ are unknown to the attackep & 2). The cost function
J3(p, 7) is minimized aty = 1.5 and 7 = —170. If only one of these parameters was unknown to the
attacker, therp is equal to oned = p or & = 1) and the minimization problem is one dimensional,
hence simpler. To the left of Figure 7, the cost functifyiu, 7*) is shown whenu is the only unknown
parameter. Similarly, the cost functiom(n*, 7) is presented to the right of Figure 7. Note that the
sharpness of the minimum of the cost function increases gvith

In conclusion, the algorithm succeeds in obtaining a perfect estimate sifice the cost function
is minimized aty* = 1.5. The estimated normalized threshold;]ﬁ = —0.167 instead of%r* = 0.
Observe that the purpose of the attacker is to estimate the watermark. The threstadly used to
solve for the paramete? in (38). For7* = 0, the solution to (43) i$3* = 2445, while for 7 = —170 it
is 3 = 2535 ~ #*. The normalized correlatiop between the watermark and the estimated watermark is
equal t00.988 for 7* = 0 and t00.983 for 7 = —170. Figure 8 shows thap is quite high for a wide

range of(.

8Depending on the nature of the cost function, the global minimum might or might not be found by the optimization algorithm.
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Fig. 8. Normalized correlation betwean andw versusg.

VII. QUANTIZATION EFFECTS

In order to estimate the watermawk the attacker uses the watermarked sign&d create new signals
such asy, y?, andy?, Vi € {1,2,...n}, constructed in Sections IV and V. In practice the detector’s
input signals are restricted to a regihC R, therefore the newly created signals have also to belong
to B. In order to illustrate the concepts, we consider JPEG compressed images [16]. In JPEG image
compression, the DCT coefficients of an image are scaled, quantized with integer accuracy, and encoded.
Once quantized, these coefficients become integers in the fant&3,...,+1023}. So in this case,

the regionB is {—1023,...,+1023}", the intersection of the latticE™ with the hypercube
B. = [—1023,1023]".

Depending on the detection function, a suitable attack algorithm is picked from Sections IV and V and
is applied to the quantized, scaled DCT coefficients of the image, components of thexsignal

Although it might appear that these restrictions make the attacker’s task harder, our algorithms can be
modified to satisfy these input constraints. The effects of this modification on the performance depend
on the nature of the constraints. We first assume that the restriction region is bounded but still connected.
Later, we add the constraint & being discrete also. Due to lack of space, we will briefly illustrate the
main results (see Table IV). For details, please refer to [9].

In Section IV-B, we described how the basic correlation detector can be modified to account for the
constraint that the input belongs to a star-shaped region. A similar extension applies to the generalized
correlation detectors of Sections IV-C and IV-D [9]. When we have the additional constraint that the

inputs are vectors of integers, i.43,is discrete, all the auxiliary signals needed by the algorithms of
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TABLE IV

LIMITATIONS IMPOSED BY THE PROPERTIES OF THE RESTRICTION REGION.

Bounded but connected detector’s input dom&in Bounded but discret#

Arbitrary perturbations are not allowed.

No loss in performance
Generalized correlator algorithm successfully adapted. Conservative condition for a successful
adaptation for the Generalized correlator algorithm [9].

No problem for the regular detectors’ algorithm, For the regular detectors’ algorithm, case will be

signals occupy small region iB. studied in future work.

Section IV are quantized to have integer components. Due to quantization, some of these signals may
even lie outside the regiofi., i.e., have magnitude larger than23. LetZ = {i : y’ € B.,1 <i < n}
be the index set of the auxiliary signals that belondsto Still these signals might not be . In this
case, they are approximated by signalsBirclosest to them and only the watermark componemnts,
with ¢ € I are estimated using (12). The estimates of the other components are set to zero. Although
the attacker may not obtain a perfect estimatemgfhe may still succeed in removing the watermark
resulting in a signak in the rejection regionand with good perceptual quality as shown in VIII. Note
that as the quantization gets finer, it is more likely that all auxiliary signals li&.in

In the more general case of a regular detector, the main idea of the algorithm is to find ays@nal
the detection boundary, arth signals,y’ andy?, in a small neighborhood of so that the detection
boundary in this neighborhood can be approximated by a hyperplane. The construction of these signals
is not affected when boundedness is imposed on the signals input to the detector, and hence there is
no loss in the performancef the algorithm. The case requiring these signals to take integer values
needs further study in order to justify the approximation of the region occupied by the sjgraid
y'Vie{l,...,n} by a hyperplane.

VIIl. N UMERICAL RESULTS
In this section, we verify the effectiveness of our algorithms by applying them to the three grayscale
JPEG images of Figure 9:
o The 256 x 256 Lenaimage.
« A 128 x 128 image, cropped from the origindlenaimage.

« A 64 x 64 image, also cropped from the originlaknaimage.
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The quantized DCT coefficients are in the rangel023,...,+1023}. We assume that the detector

accepts only images in the JPEG format. Additional implementation details can be found in [9].

Fig. 9. The three test images used: @% x 256, one128 x 128, and one64 x 64.

A. Watermark Embedding

In the previous sections, all the signals including the watermark were treated as lemngittors
for mathematical convenience. To describe the simulation results, it is more convenient to use a 2-D
representation. In JPEG compression, the image is divide®irt® blocks, and the 2-D DCT transform
of each block is quantized and encoded. We select 13 mid frequencies for watermark embedding, as
depicted in Figure 10. In each block,components are chosen randomly and are sampled {eb2}
with equal probability. The remaining components are sampled froft-6} also with equal probability.
Note that theZ, norms are the same for all watermarks generated in this way. In particular, the energy

per nonzero watermark component is fixed and is equaB1p692.

Fig. 10. An8 x 8 block of the watermark. The squares marked witltzorrespond to the nonzero components of the watermark.
All the other components are set to zero.

B. Correlation Detector

First we study the simple correlation detector of (5). The results of the algorithm are illustrated in

Table V, wheren denotes the number of watermarked pixels in the image. The embedding distortion per
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TABLE V

RESULTS FOR ATTACK ON CORRELATION DETECTOR

Imagesize‘ n ‘Time ‘1.709x10*6n2‘ D. ‘ D, ‘ s p ‘ T ‘ ds ‘ ds ‘
64 x 64 832 | 0.73s 12's 18.77 | 18.77| 0 1 7808 | 3198 | 3198
128 x 128 | 3328 | 17.6s 189 s 18.77 | 18.77| 0O 1 | 31232 | 13704 | 13704
256 x 256 | 13312 | 302.7 s 302.6 s 18.77 | 18.77| 0O 1 | 124928| -312 | -312
256 x 256 | 13312 | 186.6 s 302.6 s 18.77 | 22.62 | 2.62 | 0.94 | 124928 | -19652 | -27844
sample is
2
Ix — sl
De=——,
n
the attack distortion per sample is
& 2
18 — ]|
Dy =——,
n

and the distortion between the pirated caépgnd the original signad per sample is

Is — sl
s = :

n

The normalized correlation between the original watermarknd the estimated on# is given as

Finally, the detection coefficients(s, w) and¢(s, w) (see (5)), corresponding to the original unwater-
marked signas and the estimated signahre denoted by anddy, respectively. The algorithm of Section

IV-B was modified as described in Section VII and used to attack these images. Table V shows the results
of four experiments using four different realization of the random watermark, and three different image
sizes. We note from the first three rows of Table V that the algorithm succeeds at exactly estimating
the original image with perfect correlation between the actual watermark and the estimated-oie,
However, as mentioned in Section VII, since the feasible reffiemdiscrete, the algorithm is not always
guaranteed to produce a perfect estimate of the watermark. The fourth row shows an example where the
algorithm cannot recover the original image exactly. Fo88 components of the auxiliary signgl the
corresponding’ signals lie outside the feasible regith) and hence are not valid inputs to the detector.
However, one should note that while the algorithm did not manage to completely remove the watermark
and recover the original signa) the estimated watermark is very close to the original gne:0.94009.

Moreover, the constructed signalies in therejectionregion and is perceptually similar to the original
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TABLE VI

RESULTS FOR ATTACKS ONML DETECTOR USINGGGD HOST SIGNAL MODEL

Image size‘ n ‘ Time ‘ 2.69 x 10~ %n? ‘ D. ‘ D, ‘ D, ‘ p ‘ 8" ‘ ds ‘ ds ‘
64 x 64 832 22.3 s 185 s 18.77 | 18.60 | 0.0037| 0.99991| 2766 | -3198.2 | -3152.5
128 x 128 3328 | 314.2s 296.6 s 18.77 | 18.64 | 0.0047| 0.99988| 13648 | -9833.7 | -9659.13

256 x 256 | 13312 | 4744.7 s 47458 s 18.77| 18.71 | 0.0263| 0.9993 | 71173 | -56159.5| -55591.2

signals (see the last row of Table V). Therefore, the algorithm succeeds at “removing” the watermark.
Moreover, the algorithm’s complexity is truk(n?), as evidenced by the excellent linear least-squares
fit of running time ton?. The difference in execution time for the last two rows of Table V is due to the
fact that in the last row, the algorithm requirgt68 fewer iterations. To see which case is more typical,
we ran120 independent experiments and observed thad$083% of these experiments, the correlation

between the true and estimated watermarks was greate0Han

C. ML detector with Generalized Gaussian Host Model

Next we consider the GGD detector of (39). We apply the attack algorithm of Section V-C to our three
test images. The results are shown in Table VI.

The thresholdr is zero and the detector uses fixed paramgter 1.5. The nonzero root of (44) is
given by 5* in Table VI. The value of the scalaks in (27) is set t00.05. Note that the normalized
correlationp is almost equal to onedespite the non-exactness of (38). However dth= 0.0005, our
algorithm is less stables is in the order o0f0.8 for the 128 x 128 image and).7 for the 256 x 256 one.

In fact, |¢;| should be neither too large nor too small. On one hand, sjmélis desirable to justify the
linearization implicit in (32). On the other hand, |&;| is too small, other approximation errors will be
amplified becausé;| is in the denominator of (38).

Therefore, the algorithm produces atmost perfecestimate of the watermark and succeeds at “re-
moving” it by generating an image perceptually similar to the original image in tingjection region.

Note that this algorithm is slower than the correlation detection algorithm because of the more complex

nature of the detector. The algorithm is still of ordg(n?).

IX. CONCLUSION

In this paper, we considered sensitivity analysis attacks on additive spread spectrum schemes. In such

attacks, the attacker benefits from the availability of a watermarked sigaald a watermark detector.
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TABLE VII

ALGORITHM TO USE DEPENDING ON THE DETECTION FUNCTION

Detection function{(y, w), and assumptions about the attacker Algorithm to use
vy -w, F(y -w,y) invertible for giveny, v Variations of generalized correlator detectors’
(y — s8(y)) - w, 7 and all parameters known. algorithm, see Table II.
v'Generalized correlator detector andunknown, v'Variation of generalized correlator detectors’
or (y —s)-w. algorithm, see Table Il and Section VI-A.1.
v Generalized smooth detecter,and all parameters known. v'See Table llI,

for GGD detector, see Section V-C also.
v Generalized smooth detectar,unknown. v See Section VI-A.3 and Table I,
for GGD detector, see Section V-C also.

v Generalized correlator or smooth detector, v See Section VI-B.

finite number of unknown parameters.

By probing the detector repetitively, his goal is to derive a new signal that “fools” the detector with
minimum possible distortion te. We derived new sensitivity attack algorithms that exploit the nature
of the detection method and reliably estimate the watermark (refer to Table VII). Once the watermark is
estimated, it is “removed” by inverting the embedding function. The set of detection methods vulnerable to
such attacks is quite wide. It includes the simple correlation detection method, the normalized correlation
detection method, the Patchwork method, the generalized Gaussian host detection method, and any other
method that obeys the assumptions specified in Sections IV and V. We also considered the case when
a finite number of parameters is unknown by the attacker and showed that this does not improve the
security of the watermarking scheme. Most often, ofl§n) detection operations are required to break
these schemes whether these parameters are known or not by the attacker. We have also extended our
basic algorithms so they can cope with restrictions on input signals that are commonly encountered. For
instance, the signals are restricted to bounded regions in Euclidean space, and subject to quantization
constraints.

The results of this paper establish the lack of security of one of the most used embedding schemes
(additive spread spectrum) and several of its variations. In contrast, high dimensional quantization index
modulation schemes (QIM) with randomized lattices present great challenges to attackers [17]. The

potential vulnerability of constrained QIM schemes, e.g., scalar QIM, is a topic of current research [8].
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APPENDIX

The derivations of Step in Section V-B are given here. For ea¢h= 1,2,...,n, using Taylor's

remainder theorem, we expand the functi¢nw) aroundy:
ty',w) = tly,w)+d" -gly,w)+m, (51)

whered’ =y’ —y and|n;| < 3 d’||? owing to assumption (A2). For small enoufi||, the second-order
terms in (51) can be neglected.

Applying the triangle inequality to (35), we obtain
]| < Je; = L[y [l + Jevie- (52)

When ¢; tends to zero, the signat’ in (27) converges tg/ and consequently; converges tol. By
(52), ||d?|| converges to zero also. Therefofgl’|| is made small enough by selecting arbitrarily small

¢;. Taking this into consideration and substituting (26) and (29) into (51), we obtain
A gly,w)| < JIdI%, 1<i<n (53)

Neglecting the higher-order terms in (51) is equivalent to locally approximating the decision boundary

in the neighborhood of the signajsandy®, i € {1,---,n}, by a hyperplane as shown in (32).
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