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ABSTRACT reduced to a notion of complexity for the family of mappings. In this

_ . . ) sense, delay attacks, scaling attacks, and even some warping attacks,
Designing watermarking codes that can withstand geometric ang, - out to be “simple”.

other desynchronization attacks is a notoriously difficult problem. | ihig paper we introduce this framework with its underlying
One may ask whether these difficulties are due to limitations of Curéssumptions, and state our main results. (Proofs are given in [7].)

rent codes, or rather to fundamental limitations on achievable perforWh"e the structure of a universal decoder may be prohibitively com-
mance. This paper describes our recent results on this problem f

fex [6], under our attack model we obtain two interesting results:
blind and nonblind watermarking, and provides examples for WhiCl? [6] d
the theory applies. 1. Fornonblind watermarking, the encoder uses a spread-sprectrum

scheme. The universal decoder takes the form jofrd es-
timator/decodein which the cost function is theormalized
correlation coefficienbetween the received data and code-
book elements.

1. INTRODUCTION 2. For blind watermarking, the encoder is a lattice Quantization
Index Modulation (QIM) scheme [8, 9]. The universal de-
coder takes the form of mint estimator/decodein which

the decoder is a minimum-distance decoder.

Keywords: watermarking, data hiding, desynchronization, decod-
ing, information theory, image processing.

One of the main difficulties in designing watermarking and data-
hiding codes is to ensure a certain level of robustness against desyn-
chronization and other geometric attacks. Such attacks include im- o
age warping, amplitude modulation, and for audio and video signals, 3. The same random codebooks that are effective in the absence
temporal desynchronization [1]—[4]. If the original host signal is of desynchronization attacks remain ideal.

available to the decodengnblind watermarkinly there is clearly Regarding Point #1, the use of normalized correlation as a de-
hope to “undo” these attacks with the help of this signal, and thgoding metric is by no means new (it has long been known to be an
problem may be broadly viewed as one of image registration. Inffective choice against scaling attacks), and so one contribution of

the opposite situation where the host is not available to the decodghis paper is to establish the optimality properties of this decoding
(blind watermarking, the task seems much harder. One may wondeetric under a much broader setting.

whether this increased difficulty is due to the deficiencies of current  Regarding Point #3, the claim applies to random codebooks and
code designs, or to some fundamental performance limit. One mayot 1o any specific family of structured codebook.

hope that analogously to the Gaussian watermarking and dirty-paper  notation. We use uppercase letters to denote random variables,

coding problems [5], there is no loss of performance relative to thgqyercase letters to denote their individual values, and boldface let-

nonblind case. ) _ __ ters to denote sequences of real numbers, 2.g=, (1, - -, Zn).
In this paper, we describe our recent results in that dlrectlonAISO x| = (ng)l/z denotes the Euclidean norm s&f The

starting from a mathematically tractable formulation of the problem.G : P ; ; 2
) ) ) . aussian distribution with megm and variances“ is denoted b
The host signal is modeled as Gaussian. The attack is modeled * y

- . ) %). The symbol = denotes asymptotic equalit
the cascade of a Gaussian channel and a smooth, invertible mapp"gz%eglo)garithniz scalg(ir.glim 9(n) 1 lnf(ns)/gs(yn)p: 0'_ quality

representing the geometric attack. This mapping is parameterized by
an unknown parametér(e.g., a scaling parameter, a filter response,
or a time-warping function). We address the potential loss in error 2. MATHEMATICAL MODEL

probability due to lack of knowledge éfby the receiver.

The framework for this study isniversal decodings]. Roughly ~ We adopt the following communication model for watermarking, see
speaking, a decoder is said to be universal if it performs as well (ifrig. 1 [10]. Data are to be embedded at a ratéidfits per sample
terms of error exponents) as a coherent decoderkthavsd. For  (pixel) in a host signal (image). Given a host sequesice R™,
many problems, universal decoders do not exist. In other problerr&de informatiork € K", and a message € {1,-- -, [2"7]}, the
(roughly speaking, when the complexity of the family of channelencoder produces a marked sequesce f.(s,m, k) wheref, is
distributions parameterized Isyis sufficiently small), universal de- the encoding function. The marked sequerds subject to attacks,
coders may exist. For our problem, this notion of complexity can bdesulting in a degraded sequenceThe decoder returns an estimate

m = ¥, (y, k) of the message that was sent. The side information
Work supported by NSF grant CCR 03-25924. may be a cryptographic key, independen8dblind watermarking;




k may also contain full information abo& (nonblind watermark- Second, the collection of se,, is dense ind,, in the fol-

ing). lowing sense. For ang € R" and¢ € ©,, one can find
somef* € ©,, such that
K Decoder
o A 0 Iz — Us-Toz| < en 2. )
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Message ‘ f(s,m,k) ‘ (Y a(y,k

3. EXAMPLES

Host s

Three examples of mapping@3 are provided below.

Keyk

3.1. Block Permutations

Fig. 1. Communication model for watermarking and data hiding. Letd : {1,2,---,n} — {1,2,---,n} denote a permutation of the

samples(1,2,---,n}, andTy : R™ — R" the corresponding per-
. . ) mutation operator. The invertibility conditia1) is automatically
_ Referring to Fig. 2, the attack is modeled by the cascade of &jisfied. If we choos®,, to be the set ofll permutations, then
fixed memoryless channW(z|x_) an_d an invertible global mapping O, has sizg0,| = n! = (n/e)" (by Stirling's formula), which is
Ty representing a desynchronization attack. Therefore: Tyz,  gyperexponential in; conditions(A2) and(A2") are violated.
wherez is generated according to the product probability density 1, make®,, less complex, we could choo&g, to be the set of

function (pdf) W"(-|x). There are variations on this problem, in 4 hjock permutations, for blocks of siZe. The size 01, is now
which Ty is noninvertible, but these variations will not be considered

in this paper. _ po (B
0a] = (n/B)! = ()
0 which is subexponential in (i.e.,(A2) holds) if and only ifin |©, | <

n, or equivalently,B > Inn.

X 7 y 3.2. Scaling
W(z|x) T() ——

Consider amplitude scaling with log scaling paraméteg [0, 1].
Thatis,y = Tyz = €’z. The paramete? belongs to an interval, say
©, = [0, 1]. Choose an integer sequenkg, subexponential im,
and defined,, = {k/Kn,1 < k < K,}, a uniform discretization
of ©,. Therefore, given any € ©, andz ¢ R", we can find
0* € ©, such that

DMC Geometric
Transformation

Fig. 2. Model for geometric attacks.

: . 2= Us-Tozl = 1 ="~ | |lz]| < (1 =" 2] < ——]la].

We focus on the Gaussian problem where the & a se- K,

quence of independent, identically distributed (iid) Gaussian ranHence (2) holds with,, = 1/Kn.

dom variables with marginal pd¥ (0, c%). The channeW (z|z)

is Gaussian and may be written in the form 3.3. Linear Time-Invariant Filtering
Z=X+N 1) Letd = (61, --,0,) be a lengths sequence, andy denote the

circular convolution operator:
whereN ~ N(0, 0%) is independent ok, the channel input. - 2
Our assumptions on the famifyTy, § € ©,,} are listed below. y =Tox = 0xx.
(A1) The mappingly : R™ — R is invertible for alln and for The invertibility condition(Al) is satisfied, for instance, when

allg € ©,. e ¢ is aodd-length filter whose taps are symmetric arausdl

: - (n+1)/2 |y,
We denote byl = T, ! the inverse mapping. In addition, the ar.1d saFlsfy the cpnd|t|or191| > 23307710
parameter set satisfies one of the conditions (A2) or (A2) below, the ~® ¢ is acircular shift parameter:
latter being a relaxed version of the former. n
(Toz)i = wjep(i—j — 0)

(A2) The parameter s&,, is discrete, and its cardinality is fixed or

grows subexponentially with: ) =t
where p(t) = % is the periodic sinc interpolating
lim sup 1 In|0,| = 0. function. If 6 is an integer, the above formula simplifies to

n—oo T (Tefl:)z = Zi—6 mod n-
) ) ~ e Ty is the cascade of these two operators.
(A2) 'ghetrﬁ les':fs? set%uefmlale l.O a{wd a se?jgtgnce cl’:f.set@i"hg Unlike the permutation examples of Sec. 3.1, here the feasible
» that satisties the Tollowing two conaitions. FIrst, In€ car g1 g s 5 continuum. The complexity @d,, can be controlled,

q|na||ty O.f these. subsets Is upper bounded by a subexpone%r instance, by introducing édimensional parametric representa-
tial function of: tion of the scale-normalized filter, whete < n, and quantizing

) 1 - the coefficients in this representation, analogously to Sec. 3.2. Then
lim sup —1In[O, = 0. Assumption(A2’) holds.

n—oo 1



4. COMPOSITE HYPOTHESIS TESTING 4.3. Universal Decoding

The decoding problem is &/-ary hypothesis testing problem of the The above ex_ample exhibits the difﬁculties_faced by a pa_rt_icular sig-
form nal constellation and an attack that exploits a vulnerability of that

constellation. Clearly, transmission schemes that are more “random-
Hp 0 Y ~po(y,k|Hp), 0€0, 1<m<M. (3) like” should be less vulnerable to such attacks. This suggests an ap-
proach based on the information-theoretic notion of random-coding
where M = [2"%]. This is a noncoherent decoding problem be-universality [6], in which the codewords are drawn independently
caused is unknown to the receiver. When decoding ryiés used, and uniformly from a seB,,.

the probability of error is We briefly review Feder and Lapidoth’s results in [6], in which
no side information is present at the transmitter or decodeiS(no
1 M no K). Let the input sequence to the channel be one of the =
Pe(0,9) £ i > Pr{p(Y,K) # m | m sent, 6], [2"7] elements of a codebogk= {x',x?,---,x™}. These code-
m=1 words are generated independently according to the uniform distri-
bution onB,,. The encoder selects a messagand transmits the
4.1. Decision Rules corresponding codeword™ .

If 8 is known to the receiver, the test that minimizes error probability Feder and Lapidoth studied the optimal-decoding problem for a

. . o . general family of channels with memofys (y|x), 6 € ©}. Under
is the maximum likelihood (ML) decision rule a condition ofstrong separabilityon the family of channels, they

dain(y, k) = argmax po(y, k| Hm) 4) proved the existence of universal decoders in the random coding

1<m<M sense. The universal decoders of [6] are merged list decoders and
o unfortunately have prohibitive complexity.
Denote byP; () = P.(6,¥wmr1) the corresponding error probabil- As we shall see, the special structure of the family of channels
ity; clearly P.(0,+) > P () for any decision rule). assumed in Sec. 2 simplifies the analysis, even in the presence of

If the receiver does not kno#, there exists generally no deci- side information.
sion rule that achieveB. (0), i.e., the receiver has to pay a penalty Before concluding this section, observe that under our invertibil-
for not knowingé. ity assumption(Al) on the mapping9y, the ML rule based oY’
coincides with the ML rule based &= U, Y. The error probabil-

4.2. Asymptotic Optimality ity of the ML decoder is therefore given by

M
% Z Priymu(Y,K) # m | m sent, 6]

m=1

We focus on universal detection rules, which (when they exist) per- Pr(0)
form as well as the ML detector on the exponential scale. More €
precisely, a sequence of detection rufgsis said to be universal if Y

1
- 1 " P.(0,00) o - i mZZI Pryme(Z,K) # m | m sent]
n—oo 0EOL N Px(0)

which isindependenof 6.
It should be noted that the frequently usgeheralized likelihood

ratio test(GLRT) 5. NONBLIND WATERMARKING

Yarrr (v, k) = argmax oaax po (v, k[ Hm) (6) " For nonblind watermarkind< = S. Let ,, be then-dimensional
1<m<M 9€On . .
sphere with radius/n D+, where D represents mean-squared wa-
is generally suboptimal. Another popular approach is based on tH€rmark embedding distortion. A collectiGrof codeworda™, 1 <
embedding of pilots, but such an approach is always suboptimal [6]? < M is drawn by sampling from the uniform distribution &¥ . _
Universal detection rules exist for some detection problems. ~ That is, we use random spherical codes. The marked sequence is
Roughly speaking, the existence of a universal detector depends &#en by

the structure of the problem. It is easy to construct examples where x=s+u".
a universal detector does not exist. Referring to our attack model foFhe ML decoding rule (minimiz§Usy — s — ul|*> overu € C) is a
instance, assume= 0 and maximume-correlation rule:
e Tyz = 0z andO©,, = {—1,1}. Thereforey = +z, depend- YuL(y,s) = arg <nr1a<xM[um - (Ugy — 8)]. (7)
1<m<

ing on the value o#f.
o« W(z|z) = §(z — ) (noiseless channel) The GLRT also takes the form a maximum-correlation rule:

m 1
e two hypotheses: channel input is a given sequedcander ~ YcLrr(y,s) = arg  Jnax max [u™ - (Upy —s)— 3 Uy —s||?].
Hy, and sequence! = —x° underH;. sm< -

When the detector knows, it can perfectly discriminate between Finally, the generalizedormalized correlatiomecoder is defined as

Hoy andH1, and soP; (9) = 0. When the detector does not knéw Yanc(y,s) = arg_max  max p(u™, Usy — s) ©)

we have complete ambiguity, adti (0, ¢) = % for all ¢o. There can 1<m<M €0,
be no universal rule for this problem. This example is pathologicalyhere
in that the bipolar signaling scheme used is the worst possible one p(u,z) 2 u-z € [~1,1] (10)

against the family{ 7, 6 € ©,,}! For any choice ok' # —x°, per- R ERED
fect discrimination is possible, and therefore a universal rule existsis the normalized correlation between sequencaadz.



Theorem 5.1 Assume the sequence of index $®tssatisfies As- 7. DISCUSSION

sumption (A2). Then

From a computational viewpoint, the implementation of the estima-

tor/decoder may be problematic when the parametegpsas large.

There are several practical ideas that could be used to avoid the cost

of a full search, and according to the theory presented here, the re-

and therefore the GNC decoder (9) is universal. sulting decoders can be expected to perform very well if an efficient

search strategy is found. Also note that the very concept of a full

Remark 1. For the GLRT decoder (8), the regit(6, voLrr) ~ S€arch has been questioned in the watermarking literature, under the

/P () increases exponentially with, except when the family of ~Pelief that a full search would necessarily produce too many false

mappings is norm-preserving. Only for this special case is the GLRPOSItives. Assumption (A2’) suggests some guidelines about dis-
decoder is universal. cretization of the parameter spa@e,, in case a full search is com-

putationally feasible.
The work presented in this paper admits several extensions [7].
6. BLIND WATERMARKING In one of them, the signals are defined over finite alphabets. In an-
other one, the channéV/ (z|z) is unknown; and finally, the chan-
Blind watermarking may be modeled as an information transmissiomel W may have arbitrary memory, subject to almost-sure distortion
problem with side informatior8 at transmitter only. HerdC = constraints, as in [11, 12].
(. Lattice Quantization Index Modulation is used, specifically the
Erez-Zamir random lattice scheme [9], which is capacity-achieving
as lattice dimension tends to infinity. LBt, be the Voronoi cell for

the coarse lattica, with mean-squared embedding distortion. A [1] M. Kutter, “Watermarking Resisting to Translation, Rotation

collectionC of COdeWOrdS,l"L, 1<m< M, is drawn by Sampling and Scaling,"PrOC. SPIE Boston, \ol. 3528, pp. 423—431,
from the uniform distribution oiB,,. 1998.

The transmitter sends

P.(0,vcnc)

< nl ny
10 <|0.], Voe® (11)
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