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Abstract

An analysis of steganographic systems subject to the follpywerfect undetectabilitgondition is presented in
this paper. Following embedding of the message into thertaxie the resulting stegotext is required to havactly
the same probability distribution as the covertext. Thestatistical test can reliably detect the presence of thedmd
message. We refer to such steganographic schemperfestly secureA few such schemes have been proposed in
recent literature, but they have vanishing rate. We proe¢ tommunication performance can potentially be vastly
improved; specifically, we construct perfectly secure ategraphic codes from public watermarking codes using
binning methods and randomization of the code over an iamargroup associated with the covertext distribution
(e.g., a permutation group in the case of independently dedtically distributed covertext). We derive (positive)
capacity and random-coding exponents for perfectly sesteganographic systems.

In our steganographic problem, communication may be distufpy anactive warden modelled here by a
compound discrete memoryless channel. The transmittemanden are subject to distortion constraints. In our basic
setup, the covertext samples are independently and iddgtiistributed (i.i.d.) over a finite alphabet. A secrey ke
shared by the encoder and decoder and provides the desifedts®curity via randomization of the steganographic
code. We address the potential loss in communication pagonce due to the perfect security requirement. We
show that no loss occurs if the covertext distribution isfermh and the distortion metric is cyclically symmetric;
steganographic capacity is then achieved by randomizesdinodes. Finally, we extend our result to an abstract
setting which unifies several types of coding strategiesiamgbplicable to covertexts with Markov dependencies and
to covertexts defined over continuous alphabets. This framiemay also be useful for developing computationally
secure steganographic systems that have near-optimal aoicetion performance.
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I. INTRODUCTION

Information embedding refers to the embedding of data withicover object (also referred to asvertext
such as image, video, audio, graphics, text, or packetrrmsfon times [1]-[5]. Applications include copyright
protection, database annotation, transaction trackiagot tracing, timing channels, and multiuser communde.
These applications often impose the requirement that edibgdnly slightly perturb the covertext. The name
watermarkinghas been widely used to describe information embeddingiqubs that are perceptually transparent,
i.e., the marked object (after embedding) is perceptuahjlar to the cover object.

In some applications, the presence of the embedded infmslhould be kept secret (see applications below).
Then perceptual transparency is not sufficient, becaudiststal analysis could reveal the presence of hidden
information. The problem of embedding information that é&dto detect is calledteganographyand the marked
object is calledstegotext[3], [4], [6]-[8]. Steganography differs from cryptograpln that the presence of the
message needs to remain secret, rather than the value ofdhsage. The dual problem to steganography is
steganalysisthat is, detection of hidden information within a stegatex

A famous model for steganography is Simmons’ prisoner gob]9]. Alice and Bob are locked up in different
cells but are allowed to communicate under the vigilant efy&\dlie, the prison warden. If Willie detects the
presence of hidden information in the transmitted data.ehmihates their communication and subjects them to a
punishment. Willie is gpassive warderif he merely observes and analyzes the transmitted datas lde active
wardenif he introduces noise to make Alice and Bob’s task more diffidn the information age, there are several

application scenarios for steganography.

1) Steganography may be used to communicate over publiconetvguch as the Internet. One may embed bits
into inconspicuous files that are routinely sent over sudivoiks: images, video, audio files, etc. Users of
such technology may include intelligence and military pargel, people that are subject to censorship, and
more generally, people who have a need for privacy.

2) Steganography may also be used to communicate overgnedivorks. For instance, confidential documents
within a commercial or governmental organization could kerkad with identifiers that are hard to detect.
The purpose is to trace unauthorized use of a document tot@yar person who received a copy of this
document. The recipient of the marked documents should ea@viare of the presence of these identifiers.

3) Timing channels can be used to leak out information abouatputers. A pirate could modify the timing of
packets sent by the computer, encoding data that resideatrcétmputer. The pirate wishes to make this
information leakage undetectable to avoid arousing sigpido disrupt potential information leakage, the
network could jam packet timings — hence the network plagsrtiie of an active warden.

The channel over which the stegotext is transmitted coulehdiseless or noisy, corresponding to the case of a
passive and an active warden, respectively. Moreover,tdgasographer’s ability to choose the covertext is often
limited if not altogether nonexistent. In the private-netiw application above, the covertext is generated by a

content provider, not by the steganographer (i.e., theaaityhresponsible for document security). Similarly in the
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timing-channel application, the covertext is generatedh® computer, not by the pirate.

In view of these applications, the four basic attributes steganographic code are:

1) detectability: quantifying Willie’s ability to detect the presence of hadinformation;

2) transparency (fidelity): closeness of covertext and stegotext under an appropigitetin (fidelity) metric;

3) payload: the number of bits embedded in the covertext; and

4) robustness: quantifying decoding reliability in presence of channelseo(i.e., when Willie is an active

warden).

If Alice had complete freedom for choosing the covertext thansparency requirement would be immaterial.
A covertext would not even be needed: it would suffice for Alim generate objects that follow a prescribed
covertext distribution. This model has two shortcomingg: 4s mentioned above, in some applications Alice has
little or no control over the choice of the covertext; (b) mieshe has, covertexts have complicated distributions,
and generating a sizkf steganographic code by sampling the covertext distributvould be highly impractical
for large M. Information theory is a natural framework for studyinggsteography and steganalysis. Assuming a
statistical model is available for covertexts, the onlyyirsecure strategy from the steganographer’s point of view
is to ensure that the probability distributions of the ctoeer and stegotext arelentical This strong notion of
security was proposed by Cachin [10] and is the steganographnterpart of Shannon’s notion of perfect security
in cryptography. We refer to steganography that satisfiessstinong property aperfectly secure

If Alice is allowed to select the covertext and Willie is pass Alice may use the following perfectly secure
steganographic code [10]. Alice and Bob agree on a hashifumand the value of the hashed stegotext is the
message to be transmitted. Alice searches a database atexaseuntil she finds one that matches the desired
hash value. This approach is perfectly secure irrespeafitiee distribution of the covertext. The disadvantages are
that the search is computationally infeasible for largesage sets (communication rate is extremely low), and the
underlying communication model is limited, as discusseavab

Cachin also proposed two less stringent requirements égasbgraphic codes [10]. Onedssecure stegano-
graphic codes, where the Kullback-Leibler divergence ketwthe covertext and stegotext probability distributions
is smaller thare (perfect security requires= 0). For random processes he redefined perfectly secure sigggiy
by requiring that the above Kullback-Leibler divergencermalized by the lengthV of the covertext sequence,
tends to zero asv — oo. Unfortunately this does not preclude the possibility tKatlback-Leibler divergence
remains bounded away from zero, even grows to infinity (ate skower thanV) as N — oo. If such is the case,
Willie's error probability tends to zero asymptoticallyycitherefore the perfect-security terminology is mislegdi

While Cachin focused on security and not on communicatioriop@ance in terms of payload, robustness
and fidelity, Kullback-Leibler divergence has become a papmetric for assessing the security of practical
steganographic schemes subject to transparency, payonddpobustness requirements [11]-[18].

Many algorithms have been developed for steganography garsalysis in recent years (see, e.g., [1], [6],
[10]-[29] and references therein). For example, stegapigc methods based on modification of least significant

bits of digital photographs were popular in the early yedrémage steganography, because the embedding rate
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is high (1 bit/'sample) and the embedding is invisible to thenhn eye. These methods however fail to preserve
the statistics of natural images, and thus cannot survidedesigned steganalysis tests [13], [24], [26]. Various
improvements have been proposed (e.g., match first-orastgis) and broken soon after (e.g., test for mismatches
in second-order statistics), prompting new rounds of inapnoents.

The tradeoffs between detectability, fidelity, payloadd aobustness can be studied in an information-theoretic
framework. The basic mathematical model for steganographgommunications with side information at the
encoder [30]. Moulin and O’Sullivan studied a general infation-theoretic framework for information hiding
and indicated its applicability to steganography [31, BecVII.C]. However, they did not study perfectly secure
steganography and did not derive expressions for stegapbigrcapacity. Galand and Kabatiansky [29] constructed
steganographic binary codes, but the code rate vanishé%]é(s Fridrich et al. [27], [28] proposed positive-rate
“wet paper” codes, which permit a change from the originafecalistribution to a new stegodistribution. However
they did not analyze the fundamental tradeoffs betweenopalylrobustness, and detectability.

The goal of this paper is therefore to study the informatioeeretic limits ofperfectly undetectabteganography.
As a first step towards this problem, we assume that covestexples are independently and identically distributed
(i.i.d.) over a finite alphabet. In practice the i.i.d. modelld be applied to transform coefficients or to blocks
of coefficients. While this is just a simplifying approxin@i to actual statistics, it allows us to derive tangible
mathematical results and to understand the effects of tHeqiesecurity constraint on transparency, payload, and
robustness. Our first result is a connection between pubditenmnarking codes [31]-[33] and perfectly secure
steganographic codes. Given any public watermarking coaepreserves thirst-order statisticsof the covertext
(this property will be referred to awrder-1 security, we show that a perfectly secure steganographic code téth t
same error probability can be constructed using randomizatver the set of all permutations 1,2,--- , N}.

We use this result to derive capacity and random-coding mapioformulas for perfectly secure steganography.

The codes that achieve capacity and random-coding expoaeatstacked-binning schemes as proposed in [34]
for general problems of channel coding with side infornmatibhe random-coding exponent yields an asymptotic
upper bound on achievable error probability. A stackednig code consists of a stack of variable-size codeword
arrays indexed by the type of the covertext sequence, anddiresponding decoder is a maximum penalized
mutual information (MPMI) decoder. The analysis is basedt@method of types [35], [36].

Due to the added perfect-security constraint, capacity random-coding exponent for steganography cannot
exceed those of the corresponding public watermarkinglenoliNevertheless, we have identified a class of problems
where the covertext probability mass function (PMF) is amif and the distortion function is symmetric, with the
property that the perfect undetectability constraint does cause any capacity loss. One special example in the
general class is the case of Bernou%l)i(covertexts with the Hamming distortion metric [37]. Foretbinary-
Hamming case, the perfect security condition has no effediaih the capacity and random-coding error exponent.
Steganographic capacity is achieved by randomized neistealr Icodes.

This paper is organized as follows. Sectignh Il describesmmiation, and Section ]Il the problem statement. In

Sectior IV we show how perfectly secure steganographicsode be constructed from codes with the much weaker
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order-1 security. Sectidn]V presents our main theorems paadiy and random-coding error exponent. Sedtioh VI
discusses the role of secret keys in steganographic coneglifed results for the no-attack case are stated in
Sectiorl VIl; a class of steganography problems for whicligmtisecurity comes at no cost is studied in Sedfion VII;
as an example of the above class, the binary-Hamming proidestudied in Sectiof IX. Generalizations and

applications of our basic problem setup are studied in 8eléfi The paper concludes with discussion in Sedtidn XI.

II. NOTATION

We use uppercase letters for random variables, lowercésesléor their individual values, and boldface letters
for sequences. The PMF of a random varialllec X is denoted bypx = {px(x), z € X}. The entropy of a
random variableX is denoted byH (X ), and the mutual information between two random variatleand Y is
denoted byl (X;Y) = H(X)— H(X|Y). Should the dependency on the underlying PMFs be expligtuse the
PMFs as subscripts, e.gt,, (X) and I, ,, « (X;Y). The Kullback-Leibler divergence between two PMps
andq is denoted byD(pl|q); the conditional Kullback-Leibler divergence pf- x andgy|x givenpx is denoted
by D(pY\X||QY|X|pX) = D(py|x pX||QY|X PX)-

Let p, denote the empirical PMF oA’ induced by a sequencec XV. Thenp, is called the type ok. The
type classly associated witlpy is the set of all sequences of typg. Likewise, we define the joint typgy, of
a pair of sequencex,y) € XN x YV and the type clas®y, associated withpy,. The conditional typeyy |x Of
a pair of sequencex(y) is defined asp’;yx(—(z’;’) for all z € X such thatpy(z) > 0. The conditional type class
Tyx givenx is the set of all sequencgssuch that(x, y) € Txy. We denote byH (x) the empirical entropy for
x, i.e., the entropy of the empirical PM#. Similarly, we denote by (x;y) the empirical mutual information for
the joint PMFpy,. The above notation for types is adopted from Csiszar aodhé&r [35].

We letU(£2) denote the uniform PMF over a finite 8t We letPy andP¥ represent the set of all PMFs and
all empirical PMFs, respectively, on the alphabét Likewise, Py | x and P%X denote the set of all conditional
PMFs and all empirical conditional PMFs on the alphabetVe useE to denote mathematical expectation.

The shorthanday = by, an < by, andayn > by are used to denote asymptotic equalities and inequalities i
the exponential scale fdimy_, . %bg‘;—g = 0, limsupy_, o, %bg‘;—g < 0, andliminf n_, o0 %bg‘;—g > 0,

respectively. We defing|* £ max(t,0), exp,(t) = 2¢, and the binary entropy function
h(t) & —tlogt — (1 —t)log(1 —t), t€[0,1].

We useln z to denote the natural logarithm af and the logarithmog z is in base 2 if not specified otherwise.

The notationl ¢ 4, is the indicator function of the event:

1 1 Ais true;
{A}y =
0 else.
Finally, we adopt the notional convention that the minimuesp. maximum) of a function over an empty set is

+o00 (resp. 0).
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Fig. 1: Communication-theoretic view of perfectly secureganography.

IIl. PROBLEM STATEMENT

Referring to Fig[dL, the covertext is modelled as a sequéhee (Sq,---,Sy) of i.i.d. samples drawn from
a PMF {ps(s), s € S}. A messageM! is to be embedded i§ and transmitted to a decode¥/ is uniformly
distributed over a message set. The encoder produces a stegot&xthrough a functiorfx (S, M), in an attempt
to transmit the messag¥ to the decoder reliably. The covertext and stegotext araimed to be close according
to some distortion metric.

A steganalyzer observés and tests whetheX is drawn i.i.d. frompg. If not, the steganalyzer terminates the
transmission, and obviously the decoder is unable to wetdd. If X is deemed innocuous, it is simply forwarded
to the decoder in the no-attack or passive-warden case.t@mative is for the steganalyzer to produce a corrupted
text Y by passingX through some attack channe} x (y|x) (also called the active-warden case). In the latter
case, the corrupted text and the stegotext are also reqoitegl close according to some distortion metric. Clearly,
X and ), the alphabet sets fak and Y, respectively, should be the same&sn order not to arouse apparent
suspicion of hiding and attacking.

The decoder does not kngw;x selected by the steganalyzer and does not have access toginalccovertext
S. The decoder produces an estimdte = ¢y (Y) € M of the transmitted message. We assume that the
encoder/decoder paitfn, ®n) is randomizedi.e., the choice of(fy,¢x) is a function of a random variable
known only to the encoder and decoder but not to the stegagral\We can think of this random variable as a
secret keyas in [31]-[33]. Note that in generic information-hidingnges, this secret key provides some protection
against adversaries with arbitrary memory and unlimiteshatational resources [4, Section X]. In steganography,
the secret key plays a fundamental role in ensuring perfedetectability: the covertext and the stegotext have the
same PMF when the secret key is carefully designed. The raizéd code will be denoted byF'n, ¢ ) with a

joint distributionp(fx, ¢ ).
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A. Steganographic Codes
A distortion function is any nonnegative functidn S x S — R* U {0}. This definition is extended to length-
vectors usingi¥ (s, x) = % Zf.vzl d(s;, ;). Let Dpax = max, 5 d(s, ). We assume without loss of generality that

d(s,z) > 0, with equality if s = x.

Definition 1: A length-N perfectly secure steganographic codeith maximum distortionD; is a triple(M, Fx, ®x),
where

« M is the message set of cardinality|;

e (Fn,®x) has a joint distributiom(fn, dn);

o fnv : SV x M — SN maps covertexs and message» to stegotextx = fn (s, m). The mapping is subject

to the maximum distortion constraint
d™ (s, fn(s,m)) < D; almost surely (1)

and theperfect undetectability constraint
px = ps; 2)

o on : SN — M maps the received sequengdo a decoded message = ¢y (y).

The above definition is similar to the definitions for a lengfhdata-embedding or watermarking code in [31]-
[33], with the additional steganographic constraint (@ich requires perfect matching d¥V-dimensional
distributions. Also observe that the distortion constrasninactive if D1 > D,,., i.€., the covertexS available
to Alice plays no role. Givems, define the set of conditional PMRsy|s such that the marginals gfspx|s are

equal px = ps) and the expected distortion betweSrand X does not exceed;:

1'% (ps, Dy) £ {pxs : pr|s($|S)Ps(5)d(57$) <D, px(z)= ZPX\S(SC|S)PS(S) =ps(x), Vx € 5} :
s, s @)
Next, we define CCC and RM codes which will be used to conspadiectly secure steganographic codes.
Definition 2;: (CCC Code). A lengthy code withconditionally constant composition order-1 steganographic
property, andmaximum distortion D; is a quadruplé M, A, F, ® 5 ), whereA is a mapping fron’P[SN] to Pﬁ?fé
The transmitted sequense= fx (s, m) has conditional typg, s = A(ps). Moreover,A(ps) € theg(ps, Dy).
Observe that such a code matches the first-order empiricajimah PMF of the covertext, but not necessarily
higher-order empirical marginals. Hence such a code giyei@es not satisfy the perfect-undetectability property
Definition 3: (RM Code). A length® randomly modulated code is the randomized code defined via permuta-

tions of a prototype v, on):
x = f&(s,m) & 7w 'fy(7s,m) (4)
on(y) = on(my), (5)
wherer is drawn uniformly from the sefl of all N! permutations and is not revealed to Willie. The sequence

is obtained by applyingr to the elements ok.
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Definition 4: Given alphabetsS andi/, a steganographic channelp s (z,u|s) subject to distortionD; is a
conditional PMF whose conditional marginat s belongs tlesteg (ps, D1) of (3). We denote by%**9 (L, ps, D1)
the set of steganographic channels subject to distorfiiprwhen the alphabé has cardinalityL.

If the channelpx s satisfies the distortion constraid?; but not necessarily the steganographic constraint
px = ps, Pxu|s IS simply a covert channel in the sense of [31], [32]. We stlaliote byQ(L, ps, D1) the set of
all such covert channels. Cleari@*9(L, ps, D1) C Q(L, ps, D1).

B. Attack Channels

A passive warden simply producds = X. An active warden passés through a discrete memoryless channel
(DMC), producing a degraded sequeri¥e
Definition 5: A discrete memoryless attack chanpgl x is feasible if the expected distortion betwe&nand

Y is at mostDs:
ZPX ) py|x (ylz) d(z,y) < Da. (6)

Then the joint conditional PMF is given by

pyx(yx) = HpY|X Yilzi)-

We denote by
Alpx, D2) = {pyx € Py|x : ZPX z) py|x (ylz)d(z,y) < D2}

the set of all such feasible DMCs. This set is a compound DMdilfa
As an alternative to Def.]5, one may consider attack charthalshave arbitrary memory but are subject to an

almost sure distortion constraint [32]-[34]. In this cafe set of feasible attack channels is given by
A'(px, D2) = {py\x € PXZ/V|X : Pr [dN(y,x) < DQ} = 1}.

There are three reasons why only memoryless channels asideosd in this paper. First, it is shown in [34]
that for watermarking problems, both DMCs with expectedaition and arbitrary memory attack channels with
almost sure distortion result in the same capacity formated the former allows a smaller random-coding error
exponent whenD, is the same. Thus, in terms of minimizing the random-codixgpeent, selectingy|x from

the compound DMC classl(px, D2) is a better strategy for the warden than selectingx from A’(py, D-).
Second, the assumption of memorylessness simplifies tleenaion of main ideas. Finally, note that the proofs

for the compound DMC provide the basis for the proofs in theecaf channels with arbitrary memory [33], [34].

C. Steganographic Capacity and Reliability Function

The average probability of error for a randomized cofig (®x) under a channely|x is given by

Pen(Fn, ®n,pyix) = Pr(M # M), (7)
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where the average is over all possible covert&end messages/.

Definition 6: A rate R is achievable if there exists a randomized cédg;, @) such thaf M| > 2VE and

sup Pe,N(FNyq)N,pr() —0 asN — . (8)

Py |x

Definition 7: The steganographic capacify®**?(D;, D3) is the supremum of all achievable rates.
Definition 8: The steganographic reliability functioi®**9(R) is defined as

e . 1 .
ESt g(R)zl}\];rnglof _Nlogme sup Pe n(Fn, ®n,py|x) | - (9)

N, PN PYIx

IV. FROM ORDER-1 TO PERFECTLY SECURE STEGANOGRAPHICCODES

Codes with conditionally constant composition (Ogf. 2) anddomly modulated codes (Dé&f. 3) play a central
role in our code constructions and coding theorems. Thevdllg proposition suggests a general construction
for perfectly secure steganographic codes: first selecesdaterministic prototypgy with the CCC and order-1
steganographic properties and maximum distorfinn(Def.[2), second construct a RM code from that prototype.
In Sectior¥ we show that this strategy is an optimal one.

Proposition 1: Let (M, F, ®y) be a RM code whose prototygéx, ¢ ) has conditionally constant composi-
tion, order-1 security, and maximum distortidy . Then (M, Fy, @) is a perfectly secure steganographic code
with maximum distortionD; and same error probability as the prototyge (on).

Proof: First we verify the perfect security condition. For RM codBef.[3), we have

pX\Tr,S,M(X|7Ta S, m) = ﬂ{TI'XZfN(ﬂ'Sam)}'

Also note that for any,z € T, there exists a permutatiary such thatx = mpz. Hence the value of the sum

> Lizx—z is independent of (conditioned onz € T5), and so

1 1 N!
;]l{rrx:z} = @ Z Z]l{ﬂx:z} = @ ;1 = |Ts| . (10)

z€Ts ™
Hence for any type clasg; we have
1 1 1
x|, (x[Ts) = FZW Z 7] Z Px|n.s,m (X[, 8", m)
o mem S greTy
1 1 1
- ﬁz M| Z @ Z L frx=fn (s’ ,m)}
g meM s'cTs
(@ 1 1 1
= mZ—M > 1T > Lpaxe (s am)
T meM s’ €Ty
! 1 Ly
= M 2 T 2 W2 Mmertem)
meM s €Ty m
(b) 1 1 1
= —1
M 2 T 2 T e
meM s €Ty
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10

1
m ]l{xeTs}a (11)

where in (a) we have made the change of variables- 7s’, and in (b) we have used{[10) with= fx(s”,m).
From [11) we obtain

Zps ) px 7, (x[T5) Zps ]1{xeTs} ps(x), vxeSY,

hence the perfect securlty conditidd (2) is sat|sf|ed.
Now verifying the maximum-distortion constraiff (1), forezy = we have

a (C)
dN(s, I (s,m)) @ dN(s,w_lfN(ws,m)) ® dN(7Ts7 fn(ms,m)) < Dy

where (a) uses the definition ¢f; in (4), (b) holds because the distortion measure is addiind (c) holds because
of our initial assumption on the prototyp@,. Therefore[(IL) holds.

Finally, let us evaluate the error probability for the RM eo&ince the covertext source and the attack channel
are memoryless, we have

p§(s) =p§(ms) and py|x(y[x) = py|x (ry|mx) (12)

for any permutationr. The error probability for the prototype code takes the form

P.n(fv.on.pyix) = IMI Yo D P86) D Lpmpnemy D PV (1%) Lisnr)smy-

meM seSN xeSN yeSN

For the prototype code modulated with permutatiorwe have

T us 1
Pon(ffdfopyix) = mon O, O, P8(S) D Limepu(msimyy D P x (¥1%) Loy (ry)m)
|M| meM seSN xeSN yeSN
(@)
= /\/l Z Z ps (ms) Z L rx=fu (ms,m)} Z P%X(W}’WX)]l{qu(ny);em}
meM seSN xeSN yeSN
(b)
N /\/l o2 pSE) D Mpempemy D PO ) Lenenzm
me./\/ln- 1s/eSN - lx/'eSN n—ly’eSN
©)
= Z o8N Y Vpompuiwany D PYx X)Ly y)tm)
mGM s'eSN x'eSN y’eSN
= Pe,N(fN7¢N7PY\X)7 (13)

where (a) holds because ¢f{12), (b) is obtained using thagghan variables’ = 7s, x’ = mx, y’ = 7y, and (c)
holds because the three sums run over all elemshtg’(y’) of SV x SV x SV, and so the order of summation

is inconsequential. Sincé_(113) holds for every permutatipthe error probability for the RM code is equal to
P.n(Fn,®N,py|x) = N ZPeN N> NPy |x) = Pen(fN, N, DY |X)-

This completes the proof. [ ]
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V. STEGANOGRAPHICCAPACITY AND RANDOM CODING ERROREXPONENT

The steganographic codes in our achievability proofs amdomly-modulated binning codes with conditionally
constant composition. The existence of a good deterninstototype is established using a random coding
argument. An arbitrarily large integel is selected, defining an alphabiét= {1,2,---,L} for the auxiliary
random variabld/ in the binning construction. Given the covertexéind the message:, the encoder selects an
appropriate sequenae in the binning code and then generates the stegotext raydacebrding to the uniform
distribution over an optimized type clag%,,. Proofs of the theorem and propositions in this section appe
Appendice$][Il.

The following difference between two mutual informations:

JL(ps,pxuis:py|xvs) £ I({U;Y) — I(U; S) (14)

plays a fundamental role in the analysis.
Theorem 1:Under Def[1 for steganographic codes and Dgf. 5 for the compattack channel, steganographic

capacity is given by
C¥9(Dy,Dz) = lim C*(Dy, Do), (o)
where

C21(Dq, Dy) 2 max min J , , 16
r (D1, D2) 15O L peD1) Py 1x & At D) (s, Pxv|s: Py |x) (16)

and (U, S) — X — Y forms a Markov chain.

The proof of Theorerfi]1 is given in two parts. The converse igaproved in AppendiXll. The direct part is a
corollary of a stronger result stated in Proposifidn 2 belaich provides a lower bound on the achievable error
exponent (hence an upper bound on the average probabilgyrof).

Proposition 2: Under Def[1 for steganographic codes and DEf. 5 for the camgattack channel, the following

random-coding error exponent is achievable:
EF9(R) = lim E}(R), (17)
where

t A . . .
ETSLCQ (R) £ _min max _ min min (18)
’ Ps€Ps pxu|s€Q5t¢9(L,ps,D1) Py | xus€Py|xus py|x €A(px,D2)

D(ps pxuys Py|xus|ps pxuvis pyix) + | JL(Bs, pxu|s, Py xus) — R’T .
Moreover,E5t9(R) = 0 if and only if R > CSte9,

Remark 1The capacity and error exponent formuladin (15)-(18) cidie with those for public watermarking [33],
[34], the only difference being that here the maximizatioerg x5 is subject to a steganographic constraint.
Clearly E77(R) < E#WWM(R) and CStes < CPubWM,

Remark 2 The proof of Propositiohl2 is given in AppendiX II. Using andmm binning technigque, we first prove

the existence of a prototype CCC code with order-1 stegapddge property, maximum distortioP;, and error
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exponentE>*¢9(R). The decoder is an MPMI decoder. The main steps in this patteoproof are similar to those
in the proof of Theorem 3.2 in [34], with the additional ordesteganographic constraint on the encoder. Then we
apply Proposition]1 and conclude that random modulatiomisfgirototype yields a perfectly-secure steganographic
code with maximum distortio;, and error exponent 9 (R).

Remark 3 As mentioned earlier, the covertext plays no role in thecgppeaseD; > D,,.., and so Alice can

generateX independently oSs. The capacity formuld (15) becomes simply

CSted — min I
Py |s€A(ps,D2)

(S;Y),
and the random-coding exponent is

ES*9(R) = min  min min D(pysp +|I5.5.,.(S;Y) — R|T] .
r ( ) e ﬁY\SE'PY\SPy\s€A(PS,D2)[ (pY|SpSHpY\SpS) | Pspy\s( ) | }

The binning codes are degenerate in this case; the expmedsiocapacity and random-coding exponents reduce to
classical formulas for compound DMCs without side inforimaf35] and are achieved using constant-composition
codes. Further specializing this result to the case of ayeasarden 0, = 0, hencepy|x = l{y—x}), we obtain
CSt9 = H(S) and ES**9(R) is given by [29), see Sectién VII.

The operation of the prototype code is illustrated in EigTBe codeboolC consists of a stack of codeword
arrays indexed by the possible covertext sequence typgen@in inputs, the encoder evaluate its type and

selects the corresponding codeword array
C(ps) = {u(l7m7ps)a 1<1< 2Np(p5)’ I<m< |M|}’ (19)

in which the codewords are drawn from an optimized type clas$: T} (ps). Each arrayC(ps) has|M| columns
and2™*(=) rows, wherep(ps) is a function of the corresponding covertext typeand is termed the depth parameter
of the array. Giveny, the decoder seeks a codeworddn= UPSC(pS) that maximizes the penalized empirical

mutual information and outputs its column index as the esth message:

i = argmax max [L(a(l,m, ps);y) — p(ps)] - (20)

By letting p(ps) = I(u;s) + ¢, whereTy,s = T} 5(ps) is an optimized joint type and is an arbitrarily small

positive number, an optimal balance between the probghifitencoding error and the probability of decoding
error is achieved. The former vanishes double-expon@ntidiile the latter vanishes at a rate given by the random
coding error exponent i (18). The above MPMI decoder carhbaght of as an empirical generalized maximum

a posterior (MAP) decoder [34, Section 3.1].

VI. SECRETKEY

In standard information-hiding problems with a compound Olslttack channelleterministiccodes are enough
to achieve capacity; random coding is used as a method of pyastablish the existence of a deterministic code
without actually specifying the code [38]. In our stegaragry problem, aandomizedcode is used to satisfy the

perfect-undetectability condition dfl(2). Without the stckey, a deterministic code generally could not satisg th
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: Covertext sequence type

SRRV

c(ps)

SNPR)

NR

Fig. 2: A binning scheme with a stack of variable-size codelarrays indexed by the covertext sequence type.

perfect-undetectability condition. Also note that a ramilced code is generally needed if the attacks have arbitrary
memory [32]—-[34]. For example, in watermarking games, kimgva deterministic code the adversary would decode

and remove the message; deterministic codes are vulndmbié kind of “surgical attack” [4].
For randomized codes, the secret key shared between eramudielecoder is the source of common randomness.

For RM codes, the secret key specifies the value of the petimuta. The entropy rate of the secret key is

1
HEM — N log, N! < log, N. (21)
VIl. PASSIVE WARDEN
A passive warden introduces no degradation to the stegatetttis case,D, = 0 andY = X, i.e.,
(22)

py|x = Liy=x)-
This results in simplified expressions for the perfectlyusecsteganographic capacity in{15) and the random-coding

error exponent in[(17), see Propositidis 3 Bhd 4 below.

Proposition 3: For the passive-warden casBy= 0), the maximization in[{16) is achieved iy = X and
C5%9(Dy,0) = max H(X|S). (23)
Px|s€Q7 (ps,D1)

Proof: By (22), JL(ps. pxu|s,Py|x) is reduced to
Ji(ps,pxuv|s:pyix) = 1(U; X) = I(U; S).

CoosingU = X yields the lower bound
max I(X;X) - I1(X;9)
Px|s€Q7 " (ps,D1)
= max H(X|S). (24)

s
px|s€QT Y (ps,D1)

Y

CSteg (‘D17 0)

DRAFT
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On the other hand,

Ji(ps:pxvis:pyix) = 1(U;X) = 1(U;9)

I(U; X|S) (25)

IN

= H(X|S)— H(X|U,S)
< H(XIS). (26)
Note that [2b) follows from the chain rule of mutual inforroat
IU;X8) = I(U; X))+ I(U; S|X) = I(U; S) + I(U; X|9)

andI(U; S| X) > 0. ChoosingU = X achieves equality in bott (P5) and (26).
From [26), we obtain

C5'%9(Dy,0) = i J
(D1,0) LET;OPXU‘SEQT;Q?;%L@S,DQ L(pSapXU|SapY|X)

< lim max H(X|S)

L—oo pxy|s€Q5te9(L,ps,D1)

= max H(X|S). 27
Px|s€Q5t9(ps,D1) ( |) @)

Combining [2%#) and{27) yield§ (23) and proves the propmsiti [
Remark Since H(X|S) = H(X) — I(S; X) = H(S) — I(S; X), we have

C%%9(Dy,0) = H(S) — i I(S; X).
( ! ) ( ) PX\SGletggl(Ps-,Dl) ( )

For the problem of encoding a sourSesubject to distortionD;, the minimum rate for representing the source is

given by the rate-distortion function

Rs(Dy) = min 1(S; X) < min I1(S; X)

b
px|s : Ed(S,X)<D1 px|s€Q7 Y (ps,D1)

where the inequality holds becaugg s € Q7" (pg, Dy) impliesEd(S, X) < D;. Hence
CS'°9(Dy,0) < H(S) — Rs(D1) (28)

and the capacity-achieving codes for the passive-wardses @ analogous to rate-distortion codes. Equality holds
in (28) if the distribution that achieves the rate-dismmtibound satisfies the steganographic propexty= ps.

Proposition 4: For the passive-warden casB4 = 0), the random-coding exponent is given by

ES*9(R) = min max D(BslIps) + | Hps s (X15) = B[] (29)

Ps€Ps PX\SEtheg(ﬁ&Dl)

Proof: Sincepy|x = l{y—x}, the termD(ps pxu s Py|xusllps Pxu|s Py x) in (@8) is infinite if py | x s #

py|x. Hence, the minimizingy | xy s in (8) is given by

Pyixus =Py|x = Liy=x}-
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Consequently, the two terms of the cost function[ofl (18) aduced to

D(ps pxv|s Py xuvsllPs Pxu|s py|x) = D(Pslps)

and
_ o + - +
‘JL(p57pXU|S7pY\XUS)_R‘ = |JL(Bs. pxvis.pyvix) — R|",
respectively. This yields
ES*9(R) = min [D p + lim max Jr(Ps, , — R|*]. 30
() = min | D(ps|lps) LﬂoopXU‘SGQSteg(LﬁS’DI)| L(bs,pxuvys,py|x) — Rl (30)

Similarly to the steps in the proof of Propositibh 3, we derihat

VL>2: max |JL(Ps,pxuis:py|x) — Rt = max |Hps,pys (X[S) = R[*. (31)
pxuU|s€Q5t9(L,ps,D1) px|s€QT " (ps,D1)

The maximum on the left side is achieved By= X. Combining [3D) and(31) proves the proposition. [ |

VIIl. PENALTY FOR PERFECTSECURITY

The capacity expressions for public watermarking in [32R][and for steganography ih_{|15) take the same form,

except that here the maximization pf s is subject to the steganographic constraint. Consequevtijnave
CSteg < CPubWM (32)

and similarly
E(R) < EFWM(R). (33)

For some special cases, it is possible that the optimal tofiannel for public watermarking automatically satisfies
the perfect security condition, anld {32) ahd](33) hold witluaity. Propositiofi 5 below states sufficient conditions
on the covertext PMRps and the distortion functiom(-, -) that ensure the perfect security constraint causes no
penalty in communication performance.

We considerS = Z, = {0,1, 2, ---, ¢ — 1}, which is a group under addition moduo We shall use the

notationk = k mod ¢. The covertextS is uniformly distributed oveZ,, i.e.,
ps =U(S).
The associated distortion functien: S x S — R* U {0} satisfies
d(i, i) = 0 andd(4, j) = d(0, j — ),

If we write {d(i, j)};?:jlzo in a matrix form, the distortion matrix is cyclic-Toeplitz.
Definition 9: LetV £ {0, 1, ---, L—1},ps = U(S), andi/ 2 {0, 1, 2, --- , ¢L—1}. Given any covert channel

pxv|s € Q(L,ps, D1), wherev € V, we define an associated covert channel;|s € Pxy|s, whereU € U, by

PxU|S (:v, qv—l—i‘s) = éva‘s (:C — 1, v’s —i) ,VveV, Vi, s, ze€S. (34)
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For any stochastic matrixxy s € Q(L,ps, D1), by (34), the new channely ;s contains all of itsy cyclically
shifted versions (with respect t§ and.S) and these shifted versions are equally likely. Since thdion function

is cyclic, it is easy to verify that

EPS,PXU\s[d(S’X)] =E [d(S7X)] < D.

— =PssPxv|s

Moreover, the marginal PMBx induced byps = U(S) andpxy s is given by

=ps(x), VzeS, (35)

px(z) = L > px(z—i)=
qi—O

wherepx is the marginal PMF induced bys = U(S) andpxy|s € Q(L,ps, D1). That is,

| =

pxu|s € Q59(qL, ps, D).

Definition 10: The C|aSSQf;§g(qL,ps,D1) is the set of all suchyx s defined in [(34).

Clearly, we have
chjjgg(qup57 Dl) C QSteg(qupSa Dl) C Q(qL7p57 Dl) (36)

Definition 11: The class of cyclic attack channels subject to distorfignis defined as

Acye(D2) £ {pY\X € Pyix : pyix(lz) =pyix(y —x[0), Vr,yeS,

qg—1
and < 3 pyix(410)d(3,0) < Da). (37)
y=0

Any stochastic matripy | x € Ay (D) is cyclic-Toeplitz. Also note that for anyx € Px,
.Acyc(Dg) C A(px, Dg) (38)

Proposition 5: For the aboveg-ary information-hiding problem, the capacities for botte tperfectly secure
steganography game and the public watermarking game aathe. That is, the perfect security constrain{in (2)
does not cause any capacity loss. Moreover, there is no fosptinality in restricting the maximization irf_{(16)
to Q€9 (qL, ps, D1) and the minimization tod.,.(D>):

CPUbWM(Dl,Dg) _ CSteg(Dl,Dg)

= lim max min Jr(ps,pxu|s: Py|x)- (39)
L—00pyy15€Q256% (qL,ps,D1) Py |x EAcyc(D2)

The proof is given in AppendikTll.

IX. EXAMPLE: BINARY-HAMMING CASE

We illustrate the above results through the following exiywhereS = {0, 1}, and the covertext is Bernoulﬂ

sequence, i.e.,
PriS =1] = Pr[S = 0] = %

The Hamming distortion metric is used(z,y) = 1.

February 28, 2007 DRAFT



17

[any

o
©
T
I

o
©
T
I

Passive warden:

o
]
T

D,=0 —

o
[<2)
T
I

o
N
T
I

Active warden:

Capacity (bit/'sample)
o
ul

o
w
T
I

D2:0.2
& i

~—— h(D))-h(D,)

o
N
T

o
N
T

0.1 0.2 0.3 0.4 0.5

D,

o

o

Fig. 3: Capacity for a perfectly secure steganography gaimenvthe covertexs is a Bernoulli%) sequence.

A. Capacity
The capacity in the public watermarking game setting is give[34] as follows

&[h(dDz) - h(DQ)]a if 0 < Dl < dDz;

dD2
C =19 h(Dy)—h(Dy), if dp, < Dy <1/2; (40)
1 — h(Dy), if D; >1/2,

wheredp, = 1 —27"P2) When D, = 0,

o h(Dy) if0<D; <1/2; 1)
1 if Dy >1/2.
Fig.[3 shows the above two capacity functions.

The optimal attack channel is a binary symmetric channelQB®ith crossover probabilityDs. If dp, <
D, < 1/2, the optimal covert channel is also a binary symmetric cearBSC(D;) (i.e., || = 2, U = X, and
Pxuls = Px|s); otherwise, the capacity is achieved by time sharing: ndetiding on a fraction of — dDle
samples and embedding with the optimal covert channel BSG(on the rest of samples. Since the coverigxt
is a Bernoulli%) sequence, the output of the above optimal Bg@pvert channel is also Bernoul%i):. That is,
the optimal covert channel for the public watermarking gaatsfiespx = pg, and the perfect security constraint

does not cause any loss in capacity, as stated by PropdSition

B. Random-Coding Exponent

In [34], we numerically computed the random-coding exparienpublic watermarking in the case é&f;, = 0.4,
D, = 0.2, and|U/| = 2 as shown in Fig.}4. We found that the optimal covert channstiisa BSC(D:) (pxu|s =
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Fig. 4: Random-coding exponent for perfectly secure stegeaphy game when the covertextis a Bernoulli%)

sequenceD; = 0.4, D, = 0.2, and|U| = 2.

px|s) with the time sharing strategy. It implies that at least floe case ofi/| = 2, px = ps and the perfect

security constraint causes no loss in random-coding expagither.

C. Randomized Nested Linear Codes—A Capacity-Achievidg Construction

For information-embedding problems with a fixed attack clerBSC(D-), deterministicnested binary linear
codes were proposed to realize capacity, wiikrea good source code with Hamming distarieg is nested irCs,
a good channel code over BS,) [39], [40]. When|Cy| = 2NI-2(D2)] and|c; | = 2N[1-(PV] | the asymptotic

code rate
Cal _
|Ca

is equal to the capacity for the no-time-sharing scenaribemvise, the time-sharing strategy describedid (40) is

R= lim % log, h(D1) — h(D2)

applied. The same nested linear codes work for the wateintadcenario as well since BSD{) is the optimal
discrete memoryless attack channel. By this coding schéheetransmitted stegotext codewords are uniformly
distributed over the fine cod&, [39], [40]. Clearly, unlessD,; = 0, the fine cod&’; is only a subset of the whole
spaceFY = {0, 1}V,

Randomization via the secret key plays an important rolechesing perfect security. Specifically, the random
secret key makes the transmitted stegotext uniformly idigied overF2’, and so this construction results in
randomizednested binary linear codes.

We partition the whole spadg)’ into a disjoint union ofC, and its cosets:

FY = |J o, (42)

ceo
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where(C, @ c is a coset ofC,, the element € ), is a coset leader, and the $@f contains all coset leaders.
Clearly,
2N
Q] = —— = 2NVh(D2), (43)
Co
Let the secret keyK be uniformly distributed ovef),. For anyk € 5, the randomized encoder output is given
by

x = fx(m,s) = fQ(m,s k) @k, (44)

where f%(-,-) is the deterministic encoder used for the information-esoliey or watermarking problem. The

decoding function is
= (y) = o (y D k), (45)

where¢%,(+) is the corresponding deterministic decoder.

Since the output of the deterministic encoder is uniformstributed overC, and the secret keK is uniformly
distributed over2,, the output of the randomized encoder[of](44) is uniformbtrituted ovef? by (42). Hence
perfect security is achieved, and thy(43) the entropy ratthefsecret key i%(D>), which is lower thanlog, N
required for general RM codes ih{21).

For the passive-warden casBy= 0), we simply letC, be F}', and perfect security is achieved even without a

secret key.

X. GENERALIZATIONS AND APPLICATIONS

It is interesting to note that perfect security is achievethg randomization via permutations in general, but that
randomization via coset shifts is sufficient for the nesteddr codes of Sectidn IX3C. This suggests taking a more
abstract view of the problem, which unifies both problemsvaband is applicable to more general settings — e.g.,

covertexts with memory and covertexts defined over contiswmphabets.

A. Invariant Signal, Distortion, and Channel Represemtas

Consider a fairly general covertext distributipg which admits an invariant grou@, such that

ps(s) =ps(gs) Vse SN, geagq.

Decompose the covertext space as

SN =Uyey Ty,
where each subséi, is G-invariant, i.e.,
gy =T, YveV,geg,
andT, is the orbit of any of its elements under the group action:

T, ={gs, g€ G}, VseT,.
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We shall assume that the cardinality ¥fis subexponential inV. Given an element of T, we write p¢ and7¥
to designatey and 7, respectively. We refer tp¢ and7¢ as theG-type and thej-type class associated with
We denote byP[SN’g] the set of allG-types for sequences defined ov&. All these notions coincide with the
usual type notions when the sourBeis i.i.d. over a finite alphabet and = II, the group of permutations of
{1,2,---,N}.

It is easy to extend this formalism to pairs of sequenceseiwo sequences x, we define their joing-type
cIassTfy as the orbit of , y) under the group action, and the conditioGatype cIasSZ”f‘x as the set of sequences
y’ such thathgy, = Tfy. We denote b)p,gcy andpgIx the corresponding joing-type and conditionad-type and
by P&Nl}g] and PB[/]TXQ ! the set of all jointG-types and conditionaf-types, respectively, for pairs of sequences over
XN x YN,

Next, assume the distortion functiafy’ is G-invariant, that is,
dV(gs,gx) =dV(s,x) Vge g, s,xecSV.
Also assume the attack channg}x is G-invariant, i.e.,

pyix(YX) = pyix(gylgx) Vg€ g, x,y e SN,

Next we define CCQf) and RM@) codes, analogously to Definitioh$ 2 dnd 3.

Definition 12: (CCC(@G) code). A length® code with conditionally constant compaosition with resgedt, order-
1 steganographic property, and maximum distortion is a quadruple M, A, Fiy, ®x), where A is a mapping
from P[SN’Q] to P%’Sg]. The transmitted sequense= fx (s, m) has conditionalg-type pfcls = A(p?). Moreover,
A(pg) € Q%9(pg, D).

Definition 13: (RM(G) code). A lengthA randomly modulated code ovéris the randomized code defined by
applying group elemenj to a prototype fx, ¢n):

f(s,m) = g 'fn(gs,m)

PN (y)

N (9Y)s

whereg is drawn uniformly fromG and is not revealed to Willie.

Consider a lengttv’ RM code over a subgrou@*“® of G. The entropy rate for the key Hx = % log |G*“?].
We now ask when this randomized code is a perfectly secugarstgraphic code; the smaller the subgroup, the
lower the key rate.

Proposition 6: Let (fx, ¢n) be a CCCE) code with order-1 security and maximum distortibn. There exists
a subgrougz*“* of G such that the codéfy, ¢x) randomized oveg*** is a perfectly secure steganographic code
with maximum distortionD;, and the same error probability as that for the prototyfie, on ).

Proof: ChooseG**? = G. The derivations parallel those in the proof of Proposiflhmeplacing permutations

7 with group elementg; and types withG-types. Thus[(11) becomegx|TY) = |?315‘|]1{xeTf}’ from which it
follows thatpx = ps, and the perfect-security condition holds. Checking thimam-distortion condition, we
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have
dN(s7 [ (s,m)) = dN(s,g_lfN(gs,m)) = dN(gs7 fn(gs,m)) < Dj.

Similarly to (I3), the error probability for the modulatedde ( /%, %) is identical to that of fn, ¢~ ), hence

P.N(Fn,®N,py|x) = | ZPeN (3> %oy x) = Pen(fn, ON Py x)-

Y

1]

This completes the proof. ]
While we choseG*“? = G to prove Proposition]6, in some cases the perfect securitgepty can be achieved

using a smaller subgroup. This is the case of the nestedr lowdes of Sectioh IX-C: ther§ = II, but G** is

homomorphic tof2s.

B. Covertexts With Memory

As an application of Propositidd 6, consider the class okrfdMarkov covertext processes. Denotelbythe
|S| x |S| transition matrix for this process. The order-2 type of auserges is the empirical PMF for the sequence
of pairs(s;, si+1),1 <i < N—1[36] and is denoted bpf) — a PMF overS2. The order-2 type cIaSES(Q) is the
set of sequences that have the same order-ZﬁS?ﬂeDenoting byV the collection of order-2 types (the cardinality
of V is polynomial in V), we observe that each order-2 type class is an invariarfbseis and therefore also a
G-type class wherg is a subgroup ofI, the group of all permutations dfi,2,--- , N}.

Sinced is a subgroup ofl, any additive distortion function i§-invariant, and any memoryless chanpel x
is also G-invariant. Moreover the output = fxn(s,m) of a CCC() code has the property that belongs to a
fixed conditional order-2 type class givenasm ranges over the message set. If the code has the order-1tgecur
property, then the second-order typessoénd x match.H By Proposition b, randomization (ovér) of such a
CCC(G) code with order-1 security and maximum distortibn yields a perfectly-secure steganographic code with
maximum distortionD; and the same error probability as the prototype GQ@pde.

These notions can be naturally extended to Markov procedsaisierr. The r-th order type of a sequeneeis
the empirical PMF for the-uple (s;, $i+1, -« , Sitr), 1 <i < N —r, that is, an empirical PMF ove$” [36]. For
a Markov process of order, the G-types areg(r + 1)-th order types, and perfectly secure steganographic atates

be constructed from CCGJ codes with order-1 security using randomization oger

C. Isotropic Covertexts

Let the alphabe$ be the real lineg the rotation group oveR" andd(s,x) = ||s — x||? the squared Euclidean
distance. Assume the distribution 8fis isotropic — in particularS could be i.i.d. Gaussian. Jis is isotropic, the
invariant setsl’, are centered spheres with radius equab.tdet the prototypg fy, ¢n) be a nested lattice code

in RN [39], where the encoder output is scaled so as to satisfy rther-d security property:

Il = lIfn(s,m)| = sl =v, VseTy, v=0.

1Recall that “order-1 security” just means that ifieype of the covertext sequence is preserved; for a Markoegss, thej-type happens

to be a second-order type.
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The code(fw, ¢ ) randomized over the full rotation grodpsatisfies the perfect-security property of Proposifibn 6.

D. Signal Transformations

Assume the following generative model for the covertékt= hS is the output of an injective mappink
applied to a lengthV i.i.d. sequences with finite alphabetS and PMFps. Denote by~ the inverse mapping
(from SV to S7V). For a perfectly secure steganographic code, the stegotest satisfy the same generative
model: X = hX, whereX is i.i.d. ps. Assume the distortion function takes the fod¥ (s, x) = d™ (3, %), where
d : SxS — RtUJ{0}. Clearly any perfectly secure steganographic codeXdr induces a perfectly secure
steganographic code fa&" .

Finally, assume that Willie extractX = h~'X, passes it through a discrete memoryless chappg%, and
outputsY = hY:

pY\X(Y|X) = P%X(yﬁ() where y = hy, x = hx.

Owing to this channel model, by application of Proposifidé conclude that a perfectly secure steganographic
code forX™ can be constructed by randomized modulation of a prototyp€ €ode with order-1 security, and
that the error probability of the randomized code is equahtd of the prototype code.

This generative model has a few interesting applications.

« Filtered ProcessesAssume thatS is a finite field andS is given by
S; = (hS); & Zhjgifj mod N, 1<4<N,
7>0

(circular convolution) whereS is a subfield ofS, and i is an invertible filter with coefficients i5. Since
the samplesS;, 1 < i < N, are i.i.d., the inverse filteh—! may be viewed as a whitening filter. Moreover,
if S is uniformly distributed oveS = {0,1} andd(.,-) is Hamming distance, the desired perfectly secure
steganographic code can be obtained using the randomizstedniattice construction of SectiénllV.

« Timing ChannelsLet S;, ¢ € N, be a temporal point process with i.i.d. interarrival timgs— S;_; = S;
for 1 < i < N. This could be a simplified model for the timing of packetstsaut by a computer. A pirate
can modify the timing, resulting in a new time sequedtg i € N, that contains the stolen data. To make
this information leakage perfectly undetectable, therithistion of the sequencX should be the same as that
of S — hence the pirate needs a perfectly secure steganograptiéc Ele may do so using the technique
proposed in this section. Giles and Hajek [5] showed thapitee can still reliably communicate even when
the network tries to jam packet timings. It follows from owsults that the pirate can communicate reliably

at a positive rate, using perfectly secure steganogragtes

E. Computational Security

This paper has focused on the interplay between commuaicpgrformance and information-theoretic security,

where security is achieved using a private key that is unifpdistributed over a groug*“*. A more practical setup
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would involve a public-key system, in which a reduced setegiresenters of*“* is selected, each corresponding
to a value of the key. Assume the uniform distribution oves tteduced set is computationally indistinguishable
(in a sense to be precisely defined) from the uniform distidiouover G*“*. The resulting steganographic code
is no longer perfectly secure but inherits the computatieeaurity of the key generation mechanism. Thus the
framework analyzed in this paper can form the basis for conthg computationally secure steganographic codes

that have near-optimal communication performance.

XI. CONCLUSION

A strict definition of perfect security has been adopted is ffaper, implying that even a warden with unlimited
computational resources is unable to reliably detect thegarce of a hidden message. We have studied the Shannon-
theoretic limits of communication performance under thasf@ct-security requirement and studied the structure of

codes that asymptotically achieve those limits. The masulte are summarized below.

« Perfectly secure steganography is closely related to thiqpwatermarking problem of [31], [34]. Positive
capacity and random-coding exponents are achieved usaegest-binning codes and an MPMI decoder.

« Randomized codes are generally needed to achieve perfaatitge The common randomness is provided
by a secret key shared between the encoder and decoder.i.Borcavertexts, Proposition] 1 shows that
perfectly secure steganographic codes can be construsitegl tandomized permutations of a prototype CCC
watermarking code that merely has an order-1 security ptgpe., the prototype code matches the first-order
marginals of the covertext and stegotext, but not the AHtlimensional statistics.

« The cost of perfect security in terms of communication perniance is the same as the cost of order-1 security.
However, if the covertext distribution is uniform and thetdirtion metric is cyclically symmetric, the security
constraint does not cause any loss of performance.

« A generalization of the basic framework has been proposedhich the covertext process and the distortion
function are invariant relative to a group. To this end we have introduced the notion @ftypes and
constructed perfectly secure steganographic codes uasimgomization (over the grou@) of a prototype
CCC(G) watermarking code with order-1 security. Some applicatiof this framework have been proposed.

As indicated, our basic framework could be used to analymgpdex problems involving covertexts with elaborate

statistical dependencies, covertexts defined over camiimalphabets, and computational security. While such
extensions are technically challenging, we hope that théhenaatical structure of optimal codes identified in
this paper under simplifying assumptions will shed sométlign the development of practical codes with high

communication performance.
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APPENDIX |

CONVERSEPROOF OFTHEOREMI[I
The converse is an extension of the proof in [34, Section t}. @pper bound on achievable rates is derived by
« replacing the perfect-security constraint with a weakeleorl security constraint on the encoder:
Px = Ps Vm,s,x: fN(Svm) (46)

(matching the types of input and outputx = fn (s, m) of the encoderfy),

« replacing the almost-sure distortion constraint with apested distortion constraint on the encoder:

o 3 )¢ fa(s.m), (47)

seSN

« and providing the decoder with knowledge of the attack ceapp x.

Clearly any upper bound we derive under these assumpticas igoper bound on capacity as well.

For any rateR code(fn,#n) and DMCpy | x € A(px, D2), we have
NR=H(M) = H(M|Y)+I(M;Y)
< 1+ Pfn,¢n, 0% x) NR+ I(M;Y),

where the inequality is due to Fano’s inequality. In order o not to be bounded away from 0, raie needs to
satisfy

NR—-1< min I(M;Y). (48)
Py|x €A(px,D2)
The joint PMF of (M, S, X,Y) is given by

PMSXY|fy = PMPS P%X T ix=yy(s,0))- (49)

Owing to [49), for anyl <i < N, (M,S,{Y;},2) — X; — Y; forms a Markov chain and so does
(Wi, 8i) = Xi = Y, (50)

where the random variablé’; is defined as

Wi:(M7Si+l7"'7SN7}/11"'7}/;—1)' (51)

Using the same set of inequalities as in [30, Lemma 4], weiobta

N
I(M;Y) < [I(WisYy) — I(Wis ;). (52)
=1
We define a time sharing random variaffle which is uniformly distributed ovef1,--- , N} and independent

of all other random variables, and define the quadruple ofleanvariablesW, S, X,Y") as Wr, St, X1, Yr).
With this definition, the order-1 security constraintl(4&cbmespx = ps, and the expected distortion constraint

@7) becomes”, , ps(s)px|s(z|s)d(s, z) < Dy. Thereforepy|s € Q7*(ps, D1).
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By (51), the random variabl&/ is defined over an alphabet of cardinalityp, { N [R + log |S|]}. Moreover
(W,S) — X — Y forms a Markov chain. Combining_(48) arld{52), we furtherider
1

R — min I(M;Y
T N pyx€Alpx,D2) ( )
1 N
< — min I(W;; YY) — I(W;; S;
- NPY\XG-A(Z’X-,D2);[ ( ) ( )]
= min IW;Y|T)—-I(W;S|T
py‘XE.A(px,Dz)[ ( T) = I(W; 5|T)]
= min W, T;Y)—I(W,T;S)— I(T;Y) + I(T; S))
py|x €A(px,Dz2)
< min L(U;Y) = I(U;5)], (53)

py|x €A(px,D2)

whereU = (W, T is defined over an alphabet of cardinality
L(N) = N expo{N [R + log S]]}, (54)

and the last inequality is due t&(7;Y) > 0 and I(T;S) = 0 (sinceT is independent of5). Sincepx|s €
Q7" (ps, D1), we havepx s € Q5“9(L(N), ps, D1).
Recall thatJ., (ps, pxv|s.py|x) = I(U;Y) — I(U; S) when || = L, and that

Steg A .
Ccprv & max min JL(ps, pxu|s: Py |x)-
pxu|s€Q5t9(L,ps,D1) py|x €A(px,D2)

Following the same arguments as in [34], the seque?@tég is nondecreasing and converges to a finite limit

A . t . .
CSt9 & lim CLS 9 = lim max min
L—oo L—oo pxy|s€QSted(L,ps,D1) py|x €A(px,Dz2)

Therefore, continuing wit{(33)R is bounded by

Jr(ps,pxuis, Py|x)-

R < min [I(U;Y) - I(U;S)]
py|x €A(px,D2)
= min Jron)(Px:PxU|s, Py |x
py|x €A(px,D2) )l | | )
< sup max min Ji(ps,pxuis, p
L pux|s€Q5t¢9(L,ps,D1) py|x €A(px,D2) ( xul Y‘X)
— lim max min Jr(ps, )
L—oopxy|s€Q5t¢9(L,ps,D1) py|x €A(px,D2) v bxuis pYIX)
_ OSteg. (55)

This proves the converse part of Theorem 1.

APPENDIXII

PROOF OFPROPOSITIONZ|

We have
E(R) < EFFPWM(R).

Recall from [34, Lemma 3.1] that the sequenBgj*"* (R) is nondecreasing and converges to a finite limit

EPWWM(R) asL — oco. Using the same arguments as in [34, Lemma 3.1], it follovas the sequencEf‘f-"(R)
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is nondecreasing and converges to a finite lifjt’d(R) as L — oo. Hence for anye > 0 and R, there exists
L(e) such that
ES'9(R) > ES"I(R) —¢, VL= L(e).

We next prove that for any, a sequence afeterministiccodes(fx, ¢ ) with order-1 steganographic security

exist with the property that

. 1 <
lim [——lo ma P.(fn, 0N, — EStea(py.
N—oo | N gPY\xGA(;(X,D2) (fns on Py x) L (R)

To prove the existence of such a code, we construct a randsem#nie?” of binning codes fn, ¢ ) with auxiliary
alphabet/ = {1,2,---, L} and show that the error probability averaged o¥ewvanishes at ratEﬁtLeg(R) asN
goes to infinity. The proof is based on that of [34, Theoren} ®ith special treatment on the encoder construction
for perfect security.

Assume thatR < Cfteg — €. For any covertext typgs and conditional type,,,s, define the function

EL,N(Rap57pxu|s) £ min min [D(pspxu|spy|xus||p5pxu|spY|X)
Py|xus Py |x €A(px,D2)

+I(u;y) — I(u;s) —e—R|+] (56)

Define Q5%¢9(N, L, ps, D1) as the set of conditional types s that also belong to the s@t°9 (L, ps, D;) of
feasible steganographic channelsplf,s € Q59 (N, L, ps, D1) then
(1) px = ps, i.e., the stegotext sequence has the same type as theesta&tijuence and the order-1 security
condition is satisfied;

(2) d¥(x,s) < Dy, i.e., distortion is no greater thai; for any choice ofs andm.
The setQ5*I(N, L, ps, D1) includespy|us = 1{x—s} and is therefore nonempty.

Now denote byp|.s the maximizer of[(56) over the s@°*9(N, L, ps, D1). As a result of this optimization,
we may associate

« to any covertext types, a type clas<gy;(ps) = T, and a mutual informatior}; ¢ (ps) = I(u;s);

« to any covertext sequeneg a conditional type clasffljw(s) = Tyls

« to any sequencesandu € T5¢(ps), a conditional type clas’sf’;(‘US(u, s) £ Ty|us-

A random codebook is the union of codeword array$(ps) indexed by the covertext sequence type Let
p(ps) £ I (ps) +e. The codeword arrag (ps) is obtained by drawing™¥ (fi+»(rs)) random vectors independently
and uniformly from the corresponding type cldg$(ps), and arranging them in an array with'»(P<) rows and

2NE columns indexed by messages.

A. Encoderfy

Given a codeboolC, a covertext sequencg and a message:, the encoder finds i€ (ps) an ! such that
u(l,m) € T[’;‘S(s). If more than one such exists, pick one of them randomly (with uniform distributjo Let

u = u(l,m). If no suchi is available, the encoder declares an error and drafvem the uniform distribution over
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the conditional type cIasT,j|S(s). Thenx is drawn from the uniform distribution over the conditiortgbe class
T;qus(“a s). Recalling the discussion beloW (56)y satisfies both the order-1 steganographic security canstra

and the maximum distortion constraint.

B. Decodergy

Giveny and the same codeboc6kused by the encoder, the decoder first seeks a covertexpiyaeda € C(ps)

that maximizes th@enalized mutual informatioariterion

max max [I(u;y) — p(ps)]. (57)
DPs UGC(ps)

The decoder then outputs the column indexhat corresponds téa. If there exist maximizers with more than one

column index, the decoder declares an error.

C. Error Probability Analysis

The probability of error is given by

PeNé max PT’(M#M): max PE(fN7¢NapY|X)‘

’ py|x €A(px,Dz2) py|x €A(px,Dz2)
Following the steps in [34, Section 5], the encoding erramistaes double-exponentially and only the decoding

error contributes td®. x on the exponential scale:

P.n < exp, {—N min max EL,N(Rapsapxus)} : (58)

Ps  Pxuls

As N — oo, by [34, Lemma 2.2], the above error exponent converges to

St : . .
E’F(R) = min max ~ min min
’ Ps€Ps pxu|s€Q5t°9(L,ps,D1) Py|xus€Py|xus py|x €A(px,D2)

- - - - +
D(pSpXU\SpY|XUS||pSpXU|SpY\X) + ‘JL(pSvaU|SapY|XUS) - R| } . (59)

Clearly, EftLeg(R) > 0, with equality if and only if the following conditions are me

« the minimizing PMFps is equal topg;

« the minimizing conditional PMRy | xy s is equal topy | x; and

o R2>max,, . costs(Lps,Dy) Millpy v cA(px,D2) JL(ps,pxuls, Py|x) = Cfteg'
Therefore,Ef‘f-"(R) > 0 and the error probability vanishes for aify < C’fteg(Dl,DQ). This implies that the
capacity is lower-bounded by

Jim CP9(Dy, Dy).

D. Perfect Security

Having established the achievability (Effg(R) and C2*9 for a deterministic cod€ fy,¢x) with order-1
security and maximum distortio®;, we invoke Propositio]1 to claim that the randomly moduwatede with

prototype(fn, ¢n) achieves the same error probability (hence error exporzert)distortion as the prototype.
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APPENDIXIII

PROOF OFPROPOSITIONS

We prove Propositiof]5 in two parts. We first establish that fight-hand side of {39) is an upper bound on
the public watermarking capacity”“*"» _ Then we prove that the right-hand side of](39) is at the same &
lower bound on the perfectly secure steganographic capacites.

We start with the following lemma on the propertiesygfy|s € ngf;g(qL,ps, D), which are used throughout
this proof.

Lemma 1:Any pxys € nytgg(qL,ps,Dl) generated by[(34) from its correspondipgy s € Q(L, ps, D1)
has the following properties:

0] p5|U(s’qv + 2) zps‘v(s_—i‘v), Vi, s €S andVv € V;

(i) pX‘U(:c‘qv + z) = pX|V(a:_—i‘v), Vi, z € S andVv € V;

(i) pu(qv+1i) = %pv(v), Vi e S, v eV, wherepy (resp.py) is the marginal PMF ol (resp.V) induced
from pxy)s (resp.pxv|s) andps = U(S); and

(iv) px =U(S), wherepy is the marginal PMF of{ induced frompy s andps = U(S).

It is straightforward to verify Lemma] 1(i)-(iv) froni_(34).

A. Upper Bound

For the capacity of the public watermarking game,

CPWWM(p D = lim max min Jr(ps, ,
(D1, Do) L by 5 O(LpsiD1) py 1x EA(px . D2) L(p Pxv|s pY|X)
< lim max min JL(ps, pxv|s: Py|x)s (60)

L—oopxys€Q(L,ps,D1) py|x €Acyc(D2)
since A..(D2) C A(px, D2) by (38).
Given anypxv s € Q(L,ps, D1) and its associatefly s € Q5/¢9(qL, ps, D1), we first verify that

cyc

I(S;U)=1(S;V). (61)
Fromps = U(S) andpxys, we obtain
qg—1
H(S|V) = _ZPV ZPS\V (s|v) log ps|v (s|v). (62)
s=0
Fromps = U(S) andpxy s, we have
L—-1gq—1qg—1
HSIU) = =Y 3> pulqu+1i) psju(slge + i) logpsju(slqv + 1)
v=0 7=0 s=0
L—1qg—1g-1 1
= =Y > > = pv()psjv (s —i|v) logpsyy (s — ifv) (63)
v=0 =0 s= q
1
= 521{ S|V) = H(S|V), (64)
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where [6B) is obtained by using Lemil 1(i) and (iii). Sin¢&;U) = H(S) — H(S|U) andI(S;V) = H(S) —
H(S|V), (67) follows from [64).
For the paif(pxv s, py|x) € Q(L,ps, D1) X Acye(D2) and its associated paipxv|s, py|x) € Qerc?(qL, ps, D1)x
Acyc(D2), we have the following lemma that is proved in AppendiX IV.
Lemma 2:
1,

Ps,Pxv|s:Py|x

Y;V) <] (Y;0). (65)

— PSS PXxU|SPY|X

From [61), Lemma&l2, and the definition gf, in (I4), we obtain

Jr(ps,pxvis:Py|x) < JeL(Ps, Pxu|s: Py |x), (66)
which yields
lim max min Jr(ps, ,
L—oopxys€Q(L,ps,D1) py|x €Acyc(D2) L(p Pxvis pY|X)
< lim max min Jor.(ps, Pxu|s, Py |x)- (67)

L—00p1r15€Q51¢9 (¢L,ps,D1) Py | x EAcyc(D2

Therefore,[(60) and (67) yield
CSteg(Dl,Dg) S CPUbWM(D17D2)

< lim max min Jr(ps, pxu|s, Py|x)- (68)
L—00 py1y15€Q3559(qL,ps,D1) Py | x €Acye(D2)

B. Lower Bound

Using the same argument at the end of Appeiitix | for the seufi;'*?(D;, Ds)}, we can argue that the
sequencg CP*WWM (D, D,)} is also nondecreasing and boundeddwy|S|. Therefore {CP“WM (D, D,)} and

any of its subsequences converge to the same limit. That is

CcPWWM(p, Dy) = lim max min Jr(ps, Pxuls: Py |x
( ' D2) L—oo pxys€Q(L,ps,D1) py|x €A(px,D2) ( 7 15:5¥] )

= lim max min JL(ps, Pxu|s: Py|x)- (69)
L—oopxys€Q(qL,ps,D1) py|x €A(px,D2) ( | | )

Similarly,

CSteg(Dl D2) —  lim max min JL(ps Pxu|s;Py X)
’ LHOOpXU‘SEQSteg(L,pS7D1)pY\XGA(pX1D2) ’ 15 |

= lim max min JL(ps,Pxu|s: Py|x)- (70)
L—o0 pxy|s€Q5te9(qL,ps,D1) py|x €A(px,D2) ’ 152 ¥

From [38),
chzjgg(qLap37Dl) C QSteg(qL7p37D1) C Q(qLap37Dl)'

Thus, we have
OPubWM (D17 DQ) Z OSteg (Dla D2)

> lim max min JL(ps, Pxu|s: Py|x)- (71)
L—00 pyiy15€Q3E9 (qL,ps,D1) Py|x €A(Px,D2)
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Givenpy | x € A(px, D2), we defineg conditional PMFs:
Py x(ylz) =py|x(y —mlz —m), Vz,yeS, 0<m<q. (72)

Since the distortion matriXd (i, ]')}37;.1:0 is cyclic, it is easy to verify that all the conditional PMFspy, . €
A(pX7 DQ)
The conditional PMRy,,; induced by(pXU|5,p$|X) € 95t9(qL,ps, D1) x A(px, D2) is given by

cyc

qg—1
ol +i) = Y pxulzlge + i)Y x (yle)

x=0
qg—1

= ZPX|U($|QU +14)py|x (y —ml|z —m) (73)
x=0
qg—1

= ) pxplz—ilv)py)x(y —mlz —m) (74)
x=0
qg—1

= ZPX|U(£C — mlqu 41— m)py|x (y — m|z —m) (75)
x=0

= pY\U(y_m|qv+ﬂ)v Vyv iES, v EV, (76)

where [7B) follows from the definition (¥2), and both](74) 4i@8) follow by applying Lemma]1(ii). We also obtain
the marginal PMF oft” as

L—1qg—1

@) = DY pulq+i)p¥y (ylgy +1i)
v=0 =0
L—1qg—1

= > pulgu+i=—m)pyw(y—mlqy+i—m) (77)
v=0 =0
= py(y—m), VyeS, (78)

where [77) follows from Lemm@l 1(iii) and (V6).
From [76) and[(78), we obtain
IPS»FXU\SvZDY\X (Y;U) = Iys PXU|SHPY| x (Y;U) (79)

and hence

Jr(ps,pxvis: py|x) = JL(Ps, Pxuv|s, PV x): (80)

for0<m<q.

Let py|x £ 237070 pi - Itis easy to check thaty | x € Acye(Ds). Also,

-1
14 .
Jr(ps,;pxu|s:Py|x) = p Ji(ps, Pxuis: PY)|x) (81)
m=0
1]
> JL Ps,PXUIS) o Zp$x> = Ji(ps,pPxv|s: Py|x), (82)
m=0
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where the inequality comes from the fact that for fixedandpx s, Jo(ps, pxuv|s, Py|x) IS convex inpy | x [31,
Proposition 4.1(iii)]. Therefore, froni (82) we have

CPubWI\/[(Dl,DQ) Z CSteg(Dl,DQ)

> lim max min Jr (pS,PXU|SapY|X)
L=00p 115€Q54¢7 (¢L,ps,D1) Py x EA(Px ,D2)

> lim max min JL(ps,Pxu|s: Py|x)- (83)
L—00pyiy15€Q3L9 (qL,ps,D1) Py|x EAcye(D2) ’ 1525

Combining the upper bound inequality in {68) and the lowenrimbinequality in [(8B), we prove the claim
CPubWM (Dlu D2) _ CSteg(Dl, D2)
= lim max min JL(ps, pxu|s: Py |X); (84)

L—oo pXU\SEqung(qup57Dl) Py|x EAcye(D2)

which means that the perfectly secure steganographicredmistioes not cause any capacity loss.

APPENDIX IV

PROOF OFLEMMA 2]

For the pair(pxv(s,py|x) € Q(L,ps, D1) X Acye(D2), the conditional PMF of” given 'V is

q—1
pyv(ylv) = pr|v(17|v)py|x(y|$)
=0
-1
= ZPX|V(17|U)Z7Y|X(?J—5C|O)7 VyeS, ve, (85)
=0
where [[85) follows from[(37) in Definitioh 11 fqu|X € Acye(D2). The conditional entropy oY givenV is
qg—1
HYWV) = - ZPV ZPYH/ ylv) log py v (y|v). (86)

For the associated pafp s, py|x) € nytce-‘?(qL,pS,Dl) X Acye(D2), the conditional PMF ol given U is
qg—1
pyiu (ylgv +1i) = ZPX|U(5U|QU + i)py|x (y]z)
=0
qg—1
= ZPXW (z —i|v) pyx (y—i—(ff—i)‘o) (87)
=0
= pY|V( — Z|1)) v Yy, i€ S, veV, (88)

where to obtain[(87) we have used Lemimha 1(ii) dnd (37) in D&dimil1 for py|x € A.yc(D2); and [88) follows
from (88). The marginal PMF oY is given by

L—1g—1
Py(y) = D pulqu+i)pyiu(ylgy+1i)

v=0 i=0
L—1qg— 1

= ZZ pV )Py v (y —ilv) (89)
v=0 i= O
142 . 1

= =Y pvi-i)==:, (90)
4= q

February 28, 2007 DRAFT



32

where [89) follows from Lemmel 1(iii) and (88). The conditidrentropy ofY givenU is

L-1qg-1 q—1

HY|U) = =Y pulqu+i) Y pywylge +i) logpyu (ylqv + i)
v=0 ¢=0 =0
L—1q— 1 —ly
= —ZZ pv ZPYH/ y — i[v) log py v (y — ilv) (91)
v=0 i= 0
= —ZH Y|V) = H(Y|V), (92)

where [@1) follows from Lemme] 1(|||) and(88), arld [92) falls from [86).

Sincepy (y) = % for anyy € S as shown in[(90), we have
Hﬁy (Y) > HPY (Y)v (93)

wherepy andpy are the marginal PMF df for (ps, pxu)s. py|x) and(ps, pxv|s, py|x ). respectively. Therefore,
from (92) and[(9B), we obtain

IY;U) = Hp, (Y) - H(Y|U) (94)
> Hpy, (Y)-H(Y|V) (95)
= I(Y;V). (96)

Hence, Lemm&]2 is proved.
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