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Abstract—This paper proposes a general framework for detecting unsafe states of a system whose basic real-time parameters are
captured by multiple sensors. Our approach is to learn a dangerlevel function that can be used to alert the users of dangerous situations in advance so that certain measures can be taken to avoid
the collapse. The main challenge to this learning problem is the
labeling issue, i.e., it is difficult to assign an objective danger level
at each time step to the training data, except at the collapse points,
where a definitive penalty can be assigned, and at the successful
ends, where a certain reward can be assigned. In this paper, we
treat the danger level as an expected future reward (a penalty
is regarded as a negative reward) and use temporal difference
(TD) learning to learn a function for approximating the expected
future reward, given the current and historical sensor readings.
The TD learning obtains the approximation by propagating the
penalties/rewards observable at collapse points or successful ends
to the entire feature space following some constraints. This avoids
the labeling issue and naturally allows a general framework to
detect unsafe states. Our approach is applied to, but not limited to,
the application of monitoring driving safety, and the experimental
results demonstrate the effectiveness of the approach.
Index Terms—Driving safety, labeling issue, multisensor, temporal difference (TD) learning, unsafe system state.

I. I NTRODUCTION

T

HE INCREASING advance in sensor technologies has
enabled applications that automatically capture a variety
of parameters of a complex system in real time, such as vehicles and computer networks. By analyzing multisensor data
streams, we can detect the state/behavior of the system and react
proactively to prevent certain states/behaviors from happening.
An effective detector of unsafe states can largely save us from
economic losses (e.g., collapse of a computer network) and
from exposure to dangerous situations (e.g., a driving accident).
We call it “unsafety detector.”
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At first, we use an example to make the problem clear, which
is related to computer networks and service-level agreements
(SLAs). Usually, a service provider signs an SLA with a client
that guarantees certain quality of services (e.g., a guarantee of
5 ms or less response time of the network). The service provider
is subject to a fine when the SLA is violated. Therefore, they
need to monitor the network system by capturing and analyzing
the basic parameters, such as CPU usage, network traffic, and
memory usage, at every time stamp. The unsafe states could
be predicted in advance from abnormal temporal patterns of
the system parameters. Proactive measures need to be taken
before the system collapses into unsafe states to avoid the SLA
violations.
In this paper, the term “unsafe” refers to the high probability
of system collapse in the succeeding time interval. The ideal
unsafety detector works like a function that takes the sensor
readings as input and outputs a real value at any time stamp
that indicates how safe/unsafe the system state is. In this paper,
this real value is called danger level and correspondingly the
function called danger level function. In other words, the danger
level should reveal, either explicitly or implicitly, the probability that the system will collapse from the current state in the
following time interval. Measures should be taken to avoid a
collapse when the danger level exceeds a threshold.
Usually, the multisensor readings amount to dozens, or even
hundreds, of dimensions when the system is complex. A rulebased approach to detect the unsafe states is impractical, and
machine learning methods are more desirable. However, the
standard supervised learning methods such as classification
and regression cannot directly be applied here because these
methods require sample input–output pairs from the system to
be learned, and the pairs are usually unavailable in our problem
due to the labeling issue (see Section III). In our problem, most
of the time, we do not have direct measurement of the danger
level, except when the system collapses or successfully ends.
To avoid the labeling issue, we model the danger level as
the expected future reward. A large value of negative expected
future reward indicates a highly dangerous state. At some
specific points, the reward can objectively be assigned to the
system. For example, the penalty (negative reward) assigned
to a system crash can be decided based on its economic loss.
After the reward is suitably defined for the system, we propose
to use the temporal difference (TD) learning [2] to learn the
danger level function. Roughly speaking, TD learning aims at
estimating the expected future reward of the system, given the
current and historical sensor readings. It was originally applied
to the reinforcement learning [2] to estimate the so-called value
function given current and historical observations. Although
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Fig. 1. Block diagram of our framework.

our task differs from the reinforcement learning in that we
do not need to learn the optimal policy, they share the same
problem of estimating expected future reward.
To demonstrate how much our approach can gain from avoiding the labeling issue, we also manually (and subjectively) label
the training data. Then, classifiers and regressors trained on this
data set serve as baselines. We choose the classifiers/regressors
as baselines because both these and our TD learning approaches
try to learn a direct mapping from the observations to the
danger level (i.e., the danger level function). The essential
difference is that the classification/regression approaches learn
the relationship from the labeled input–output pairs, while
the TD learning estimates the parameters by propagating the
penalties/rewards at ends to the entire feature space so that it
requires no labeled input–output pairs. Therefore, comparing
with these baselines can reflect the benefit of avoiding the
labeling issue. Experimental results show that our approach
achieves a significant improvement over the baselines in the
application of predicting driving safety.
Fig. 1 illustrates the block diagram of our framework. In
the learning stage, streams of sensor readings are captured and
stored. Instead of using the original sensor readings for training,
we create a compact and informative feature vector from each
short time sliding window (see Section IV). The danger-level
function is trained on the new feature space using the TD learning algorithm, which is expected to avoid the labeling issue.
In the testing stage, feature vectors are extracted in the same
way as in the learning stage and are then fed into the dangerlevel function that outputs a danger level for each feature vector.
Unsafe system states are identified by thresholding the danger
level.
To demonstrate the effectiveness of our framework, we
apply it to the real application of predicting driving safety.
In this application, some sensors are installed on a vehicle
to collect state parameters of the vehicle, such as braking
frequency/strength, throttle frequency/strength, wheel turning
angle, and lane position. Some sensors are attached to the
human body to collect physiological parameters of the driver
(such as electrocardiogram, skin temperature, and skin conductance). Cameras can also be configured right before the driver to
capture biobehavioral information, such as percent eye closure
(PERCLOS) and facial expression. The in-vehicle information
system monitors the driving state by analyzing these sensor
readings and alerts the driver to avoid crashes when the danger
level exceeds a fixed threshold. We developed a live prototype
system of driving safety prediction based on the proposed
framework that further validates the robustness and efficiency
of our approach.

Our approach is a general framework for monitoring unsafe
system states. It has great potential to be applied to a wide
range of applications that require real-time monitoring, such as
predicting driving safety, that is validated by the experiments
in this paper. Validation of our framework on some other
applications will be part of our future work. The contributions
of this paper are summarized as follows.
1) We propose a general framework for monitoring unsafe
system states. In this framework, a danger-level function
is learned from training data. The function outputs in real
time an indicator of the system states when new senor
readings are arriving. This framework is scalable to a
large number of sensors.
2) We identify the labeling issue that exists in the domain
of monitoring unsafe system states. We formulate the
problem as a function approximation by TD learning so
that the labeling issue is avoided. To the best of our
knowledge, we are the first to apply TD learning to this
class of problems.
3) A large real data set was collected to validate our approach. Our live prototype system of driving safety further demonstrates the robustness and efficiency of our
approach.
This paper is organized as follows. Related work is given in
Section II. Section III describes the labeling issue. Section IV
focuses on feature extraction. The TD learning framework
is specified in Section V. This framework is applied to the
real application of driving safety in Section VI. Section VII
concludes this paper.
II. R ELATED W ORK
The proposed work is mainly related to the following three
research areas: 1) anomaly detection; 2) data stream processing;
and 3) prediction of driving safety. Here, we briefly review the
literature in these topics one by one, although some literature
may pertain to two or more of them.
A. Anomaly Detection
The proposed work is a special case of anomaly detection.
Anomaly detection has the potential to impact a wide range of
important real-world applications, e.g., security, finance, public
health, medicine, biology, environmental science, manufacturing, astrophysics, business, and economics. Accordingly, there
is a huge volume of literature that pertains to all of the above
areas. Here, we summarize only three categories of anomaly
detection methods that are more or less related to our approach.
Rule-based methods check the current and/or past sensor
readings against a set of predefined rules. A violation or a
combination of violations of the rule(s) is regarded as an anomaly. Wong et al. [31] used a complicated rule-based approach
that characterizes each anomalous pattern with a rule. The
significance of each rule is carefully evaluated using Fisher’s
exact test and a randomization test. Rule-based methods may
work well on simple scenarios, but it is impractical to predefine
rules for complex applications, such as the prediction of driving
safety, in this paper.
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A large amount of literature falls into the category of statistical methods [7], [10], [26], [30]. Many of them learn a
generative model from the training data that are labeled as
one of the following two classes: 1) normal or 2) anomalous
[7], [10], [26]. The Bayesian approach is used to estimate
the probability of each class for new incoming data points,
and anomaly is alarmed if the probability of anomalous class
exceeds a predefined threshold. Sometimes, only the generative
model of the normal data is learned because the anomalous
data are very rare [10]. In this case, the Bayesian approach
can still be used to find the outliers. Some statistical methods
train two-category classifiers using a support vector machine
[30] or a neural network [6] that classifies the incoming data
as normal or anomalous. The above statistical methods require
huge labeled data for training. However, labels are unavailable
or not objective in our problem due to the labeling issue (see
Section III). Another drawback of the above methods is that
they overlook the long-term temporal correlations of the sensor
data. These correlations are explored in this paper to predict the
anomaly as early as possible (see Section IV).
The third category of methods involves signal processing
techniques [16], [23]. For instance, Jiang et al. [16] proposed
an approach to automatically model and search relationships
between the flow intensities measured at various points across
the system. If the modeled relationships hold all the time, they
are regarded as invariants of the underlying system; Lotze et al.
[23] investigated the use of wavelets for detecting disease
outbreaks in temporal syndromic data.
B. Data Stream Processing
The data stream model is motivated by the emerging applications of massive data sets, such as customer click streams, retail
transactions, telephone records, multimedia data, as well as the
multisensor data streams discussed in this paper [8].
A typical data stream model is a clustering model. The
stream data arrive at such a high rate that it is impossible
to fit them in the memory or scan them multiple times, as
conventional clustering does. Hence, it demands for efficient
incremental or online methods that cluster massive data by using limited memory and by one-pass scanning. A large portion
of such algorithms dynamically updates the cluster centers [9],
medoids [8], or a hierarchical tree [5] when new data points are
inserted, using limited memory. More results on data stream
can be found in [22], [24], [25], and [27]. However, in our
applications, data points are extremely unbalanced between the
“safe” and “unsafe” clusters because computers and vehicles
normally do not crash very often, and therefore, the unsafe
states are very rare. This poses extreme difficulties for currently
available clustering algorithms. Another drawback of these
algorithms is that as unsupervised learning algorithms, they
do not utilize information in the training data (such as historic
crashes), while this information is helpful for future prediction
in supervised methods.
Another set of data stream models are time series models
that are often specifically designed to forecast future events
based on known past events: to forecast future data points
before they are measured. When the prediction greatly devi-
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ates from the measurement, a possible anomaly may occur
[4]. Time series models can have many forms and represent
different stochastic processes. Three broad classes of practical
importance are given as follows: 1) the autoregressive model;
2) the integrated model; and 3) the moving average model
[3]. The three classes linearly depend on the previous data
points. Nonlinear dependence is also of interest because of
the possibility of producing a chaotic time series and some
advantages over linear models in practice. The time series
models, both linear and nonlinear, try to analytically model the
internal structure (such as autocorrelation, trend, or seasonal
variation) of a time series. However, for complex applications
such as the prediction of driving safety, the internal structures
of multisensor streams cannot be analytically modeled in either linear or nonlinear form because drivers’ behaviors are
subjective and unpredictable and because driving environments
have large variations (such as moving pedestrians, traffic lights,
and passing-by vehicles). Like the clustering approaches, times
series models also have the drawback of not utilizing prior
information on unsafe states (e.g., historic crashes) because
they are usually trained on normal data.
A third set of approaches, i.e., the data stream classification/
regression approaches, can avoid the above limitations associated with the clustering and time series models. First, classifiers
and regressors are learned by supervised learning so that they
can utilize the prior information. Second, by learning direct
mappings from the observations to the system danger level,
they avoid the tough problem of modeling internal structures of
the stream data, which may limit the time series models in our
applications. However, the classification/regression approaches
suffer from the labeling issue, i.e., they have to be trained on
manually (and subjectively) labeled data. Our approach shares
the advantages (utilizing prior information and learning direct
mappings) with the classification/regression approaches, while
avoiding the labeling issue through TD learning.
C. Prediction of Driving Safety
Another set of literature that is closely related to our work
pertains to monitoring stream data for the prediction of driving
safety. It is a special case of the aforementioned research topics.
We specifically review it because we use the application of the
prediction of driving safety to validate our framework.
This set of literature often uses traditional classification [32],
clustering [19], or data-mining techniques [20], [21] to detect
unsafe driving patterns.
Zhou et al. [32] trained a graphical model, namely, the
conditional random field (CRF) on the multisensor stream
data, which is expected to detect unsafe driving patterns. The
CRF model has the advantage of representing the variable
dependences in an undirected graph. Ubiquitous data mining,
which fuses and analyzes different types of information from
crash data and physiological sensors to diagnose driving risks
in real time, is used in [21]. Kargupta et al. [19] presented a
mobile and distributed data stream mining system that allows
real-time vehicle-health monitoring and driver characterization.
They rely on an incremental clustering algorithm to identify
the safe operating regimes. For the task of monitoring vehicle
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Fig. 2. Labeling issue. Safeness is uncertain at any time, except at the ends
of driving courses. A subjective assumption can be made that it becomes more
unsafe when approaching a collapse point.

data streams that requires frequent computation of correlation
matrices in a resource-constrained environment, Kargupta et al.
[20] further proposed a fast algorithm that uses a divide-andconquer strategy to reduce computations. Our framework is
also applied to driving safety prediction, but it differs from the
above approaches. First, we estimate a danger-level function
that enables real-time and continuous monitoring of system
states. Second, the use of TD learning naturally avoids the
labeling issue that a huge number of manually labeled training
sets is needed in most of other learning-based approaches [32].
III. L ABELING I SSUE
Let Xt be the sensor readings at time t and X0:t be all
the sensor readings from time 0 to t. Let J be the danger
level function and J(X0:t ) be the danger level given all past
sensor readings. Our goal is to learn the danger level function
J from the training data (sensor data). An intuitive idea is to
parameterize the danger level function and then estimate the
parameters by linear or nonlinear regression/clasification, i.e.,
by supervised learning. However, supervised learning requires
manually labeled training data, i.e., assigning a danger level
to the sensor readings at any time t. Here, a problem arises:
Can a human being do it objectively? The answer is no. It is
hard to judge if speeding is more or less unsafe than weaving.
Furthermore, it is impractical for human to claim that the
computer network is in a safe or unsafe state by just looking
at the basic parameters such as CPU usage, network traffic,
and memory usage. Therefore, the training data are labeled
manually and subjectively in most of the previous work. For
instance, Healey and Picard [14] obtained the driving stress
labels by asking the drivers to fill out the subjective rating
questionnaires immediately after the driving course was ended.
In another paper on driving safety prediction [1], the drivers
simulated some drowsy behaviors according to the physiology
study of the U.S. Department of Transportation [13]. In these
studies, the results are doomed to be subjective since the
learning relies on the subjectively labeled training data.
By intuition, it is natural to assume that a driving state
becomes more unsafe when it is closer to a collapse point and
that the state is safer when it is farther away from the collapse
point (see Fig. 2). This constraint itself gives cues of how to
manually (subjectively) label the training data. There are two
kinds of labels that result in two categories of supervised learning approaches: 1) The hard label has discrete values {1, −1},
where 1 means a safe state and −1 an unsafe state. Intuitively,

we can label all the states tu seconds before a collapse point
as “unsafe” (−1) and any other states as “safe.” Then, a twocategory classifier can be trained on the hard label data. It
results in a danger level function that outputs discrete values.
2) The soft label takes continuous values that is consistent
with Fig. 2, i.e., the bigger the value is, the safer the system
state becomes. The soft label suggests a linear or nonlinear
regression of the danger-level function. The parameters of the
regressor are estimated from the soft label data.
Instead of predefining some subjective rules, it is more desirable to learn the above constraints from the training data. We
assuredly know the following: 1) A collapse point is definitely
unsafe; 2) it is safe when the system is ended successfully;
and 3) the safeness is uncertain at any other points. Hence,
it is reasonable to assign an extremum penalty (without loss
of generality, it is negative and minimum in this paper) to a
collapse point and to assign a positive reward to a successful
system ending. The penalty and reward can be propagated to
any other states according to the learned constraints, which, in
turn, forms the danger-level function. Here, TD learning is used
to accomplish the propagation and to avoid the labeling issue.
TD learning aims at estimating the expected future reward of
the system given the current and historical sensor readings,
while the above soft label can be regarded as an empirical
expectation of the future reward. In Section V-C, we argue that
TD learning provides a less noisy and, thus, better supervision
than the empirical expectation provided by the soft label.
In the experiments, we demonstrate how much TD learning
can gain from avoiding the labeling issue. More specifically,
we train a two-category classifier on the hard label data using
logistic regression [12] and a linear regressor on the soft label
data. Both the classifier and the regressor are used as baselines
and are compared with our TD learning approach. The experiments of driving safety prediction in Section VI show that our
approach outperforms the classification/regression approaches.
We did not use the data stream clustering approaches or time
series models as baselines because they are not appropriate for
our applications (see discussions in Section II-B).
IV. F EATURE E XTRACTION
Theoretically, the danger-level function should depend on
all the past and current sensor data. However, it is impractical
and inconvenient to examine the entire sensor data stream that
accumulates over time. In practice, it can empirically be assumed that the danger-level function depends only on the sensor
readings in the past s seconds, i.e., J(Xt−s:t ) ≈ J(X0:t ). In
other words, J predicts danger level by analyzing the sensor
data in a time window with the length of s seconds. Usually,
J is expected to make a prediction after each time interval t0 .
This can be done by sliding the time window with step size t0 .
Instead of using the original sensor data, we create a new
feature vector for each time window using a transformation
t = T (Xt−s:t ), where X
t is the new feature vector at time
X
t. The transformation T reduces the dimension of the raw
data and summarizes the information meaningful to “unsafety”
detection. Usually, T is empirically determined but should
extract as much information as possible. In the application of
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the prediction of driving safety, T extracts the mean, max, min,
and variance from each dimension of the sensor readings and
the weave from the dimensions of lane position and steering
wheel movement. Here, weave is the frequency of vehicle oscillations on the lane, which reveals the driver’s skill, fatigue, and
drowsiness to some extent. These measurements are stacked
t .
together to form the new feature vector X
Although the danger level function is basically determined
t , a more precise approach should
by the new feature vector X
consider the variables that have effects much longer than the
window size s. These variables are called long-term variables.
They can be either hidden states of the system or explicit
measurements. For example, in the driving safety prediction
application, the driver’s emotional state is a hidden variable
of the entire system, which affects driving performance for
hours/days [17]; stop-sign violation is another long-term variable that reveals the driver’s carelessness over a relatively
long period. In the experiment, we consider the long-term
variables of individual mistakes (such as speeding, stop-sign
violation, and red-light ticket). Each individual mistake gives a
negative penalty that vanishes exponentially over time. All of
the penalties are added together to form a long-term variable
t . In other
that becomes a dimension of the feature vector X
words, the danger-level function will depend not only on the
feature vector extracted from the time window but on the longt is simply represented
term variable as well. From now on, X
as Xt for simplicity.
V. T EMPORAL D IFFERENCE L EARNING
As we mentioned in Section I, TD learning was originally
used in reinforcement learning, and its primary goal is to
provide effective suboptimal solutions to complex problems
of planning and sequential decision making under uncertainty.
TD learning draws on the theories of function approximation,
dynamic programming, and iterative optimization [2]. More importantly, it combines two disciplines of dynamic programming
and supervised learning to successfully solve the problems that
neither discipline can address individually [11]. This paper
utilizes this property to avoid the labeling issue and to estimate
the danger-level function by iterative optimization.
We first give an intuitive description of estimating the danger
level function J by TD learning. In the new feature space, each
individual system running course corresponds to a trajectory
that is ended with either a collapse or a success. As shown in
Fig. 3, the red dotted curves correspond to collapse trajectories,
and the green solid curves correspond to success trajectories.
The collapse points can be viewed as sink points (red points
in Fig. 3). A moving point in the feature space will be either
absorbed into a sink point or stopped by an external force, with
the former leading to a collapse trajectory and the latter leading
to a success trajectory. The training data correspond to sparse
trajectories in the feature space. As discussed in Section III, the
danger-level function can take values of a minimum (negative)
penalty at the end of each collapse trajectory and a positive
reward at the end of each success trajectory, whereas the values
at any other points in the feature space are uncertain. The TD
learning propagates the penalties/rewards in the feature space
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Fig. 3. Trajectories and sink points (red dots) in feature space. Each segment
of a system running course corresponds to a trajectory.

so that the danger-level function has values in the entire feature
space.
A. Estimation by TD(λ)
Here, the learning involves the following two main choices
[2]: 1) the choice of an approximation architecture to represent
the danger-level function and 2) the choice of a training algorithm, i.e., a method to update the parameters of the architecture. For simple cases of function approximation, the function
can simply be represented by a lookup table, and a training
algorithm approximates the function by iteratively updating
the table [11], [18]. However, in this paper, the danger level
function takes values on a continuous and high-dimensional
feature space, and it is impractical to represent it using a lookup
table. Therefore, we focus on a suboptimal method that replaces
the optimal danger-level function J(Xt ) with a suitable
approximation J(Xt , r), where r is a vector of parameters.
J(Xt , r) can be a linear or nonlinear function of r or even a
neural network with r as the weights. In the following, we give
a detailed description of the algorithm to learn the parameters r.
The danger-level function J(Xt ) implicitly gives the maximum probability that the system will collapse from the current
state Xt . Assuming that the system transition from state Xt to
Xt+1 incurs a danger-level change g(Xt , Xt+1 ), J(Xt ) should
satisfy the following Bellman’s equation [2], [11], [18]:
J(Xt ) = min (g(Xt , Xt+1 ) + J(Xt+1 )) .

(1)

Xt+1

(n)

Suppose there are N trajectories in the training data (X1 ,
(n)
(n)
X2 , . . . , XTn ), n = 1, 2, . . . , N , where Tn is the length of
(n)

the nth trajectory. Denote the real danger level at Xt of the
(n)
nth trajectory as D(Xt ). Note that J(Xt , r) is an approximation of D(Xt ). According to (1), we have
n −1
 T



(n)
(n)
=
g Xs(n) , Xs+1 + M (n)
D Xt

(2)

s=t

where M (n) is the penalty/reward at the end of the nth trajectory. We consider the linear/nonlinear function of the form
J(Xt , r) that approximates D(Xt ), where r is a parameter
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vector. In our problem, r can be estimated by solving the leastsquare optimization problem [2] as follows:
min
r

Tn  
N 
2



(n)
(n)
J Xt , r − D Xt
.

(3)

n=1 t=1

The above least-squares problem can be solved by an incremental gradient method [2]. For convenience, only one
trajectory is considered for each iteration, i.e., the parameter
vector r is updated iteratively by
Δr = −γ

T
−1


∇r J(Xt , r) (J(Xt , r) − D(Xt ))

Δr = γ

T
−1


∇r J(Xt , r)

t=1

T
−1


ds

(5)

s=t

where the quantities ds are defined by
ds = g(Xs , Xs+1 ) + J(Xs+1 , r) − J(Xs , r).

T
−1


∇r J(Xt , r)

t=1

T
−1


λs−t ∇r J(Xt , r),

ds λs−t .

(7)

s=t

s = 1, . . . , T − 1. (8)

t=1

We may add a discount factor α, 0 < α ≤ 1, to the TD, i.e.,
ds = g(Xs , Xs+1 ) + αJ(Xs+1 , r) − J(Xs , r)

(9)

to weight a near term more heavily than a distant one. Then, (8)
can be rewritten as
s


(αλ)s−t ∇r J(Xt , r),

J(Xt , r) = Xt r
J(Xt , r) =

S


(11)
X −r 2
− t 2i
2σ

αi e

+ β. (12)

i=1

In the nonlinear representation, S is the number of kernels,
and r = (α1 , . . . , αS , r1 , . . . , rS , β). It is originated from the
idea of sink points in Fig. 3, i.e., each ri corresponds to a sink
point, and S represents the number of sink points. The linear
representation requires low computational cost and may have
good generalization ability when feature dimension is high.
The partial differentiation of J(Xt , r) with respect to r,
i.e., ∇r J(Xt , r), can easily be computed when J(Xt , r) has
the above representations. For example, consider the online
TD(λ) with linear representation: J(Xt , r) = Xt r. In this case,
we have
∇r J(Xt , r) = Xt .
The TD
ds =



g(XT −1 , XT ) + αM − XT −1 r,
g(Xs , Xs+1 ) + αXs+1 r − Xs r,

(13)

s=T −1
1≤s<T −1
(14)

where M is the penalty/reward at the end of that trajectory. By
substituting (13) and (14) into (10), we can rewrite (10) as
Δr = γds

s

(αλ)s−t Xt ,

s = 1, . . . , T − 1.

(15)

t=1

The above equation provides a family of algorithms, one for
each choice of λ, is known as TD(λ), and it is an offline version.
An online version of updating that corresponds to the transition
(Xs , Xs+1 ) is

Δr = γds

Linear :

(6)

Here, J(XT , r) = M is fixed as the penalty/reward at the end
of that trajectory. The term ds is called TD [2]. The key idea of
TD learning is that g(Xs , Xs+1 ) + J(Xs+1 , r) is a sample of
the value J(Xs , r), and it is more likely to be correct because it
is closer to J(XT , r).
The TD provides an indication as to whether or how much
the estimate r should be increased or decreased. Usually, ds in
(5) is multiplied by a weight λs−t , 0 ≤ λ ≤ 1 to decrease the
influence of farther TD on ∇r J(Xt , r), i.e.,

s


In this paper, the approximate danger-level function J(Xt , r)
has both linear and nonlinear representations. We have

(4)

where (X1 , X2 , . . . , XT ) is a trajectory, ∇r J(Xt , r) is the
partial differentiation with respect to r, and γ is a step size.
By inserting (2) into (4) and after a few manipulations, Δr can
be rewritten as

Δr = γds

B. Implementation of TD(λ)

Nonlinear :

t=1

Δr = γ

The discount factor is required if the length of the trajectory
is infinite (or very long); otherwise, the danger level will be
infinite (or very large) for some feature points.

s = 1, . . . , T − 1.

t=1

(10)

Then, at each iteration, r can be updated by r ← r + Δr.
However, the parameters γ, α, and λ will be decided according
to the specific applications. Other cases with offline TD(λ)
and/or nonlinear J(Xt , r) can be similarly implemented.
In this paper, both the offline and online TD(λ) with a
discount factor α are used to iteratively update the parameter
vector r, with each iteration dealing with one training trajectory.
The two versions produce similar performances. Fig. 4 shows a
danger-level function trained on two trajectories: One ends with
car crash, and the other does not. The crashed curve takes values
that are increasingly smaller when approaching the crash point,
and the danger level of the noncrash trajectory is basically
constant. This result is exactly what we expect.
C. Discussion of the Algorithm
We need to stress the difference between the standard reinforcement learning and the TD learning used in our framework.
A standard reinforcement learning needs to learn a policy
that is a mapping from states to actions. A policy determines
which action should be performed in each state [11]. In our
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Fig. 4.

Danger level function trained on two trajectories.

case, we do not need to learn a policy. A policy is a random
sample from the policy space with an unknown fixed sampling
distribution. Our goal is to learn a common (average) value
function for this policy space. TD learning exactly satisfies our
purpose of approximating the value function by propagating the
penalties/rewards to the entire feature space.
Convergence of TD(λ) and selection of the value λ is essential in TD learning. TD(λ) combined with function approximation may converge to a different limit for different values
of λ, and even the issue of convergence is complex. The only
available convergence result refers to the linearly parameterized approximation architecture but requires constraints on the
choice of the eligibility coefficients [2]. One constraint is that
the
∞ be 2nonnegative and should satisfy
∞step size γn should
γ
=
∞
and
n=0 n
n=0 γn < ∞, where n means the nth
trajectory. A popular choice is to let γn = c/(d + n) in the
iteration on the nth trajectory, where c and d are some positive
constants. The convergence issue of nonlinear architecture is far
from well studied. Furthermore, there exist cases where TD(λ)
may fail to converge. However, there is empirical evidence that
for many problems, nonlinear approximation does converge and
leads to better performance than the linear approximation when
the linear model cannot fit the function well. This statement also
holds in our experiments where the nonlinear approximation
comes from the idea of sink points.
The motivation for TD(λ) does have strong theoretical basis.
It argues that as λ becomes smaller, there is a tendency for the
quality of approximation to deteriorate. Nevertheless, empirical
evidence shows that for many problems, TD(λ) with λ < 1
converges faster and achieves better performance than that
obtained from TD(1) [29]. If the algorithm for a certain problem
is convergent, then the quality of the estimation should improve
as the algorithm progresses iteratively. Therefore, we could
rely increasingly more on the values of the nearest downstream
states as we should use a smaller λ. This suggests an empirical
strategy that we start with a large λ, and as learning progresses,
we decrease it to zero [2]. TD(1) uses the discounted future
reward as supervision for the current time step; hence, it is
nearly the same as using a soft label for supervised regression.
TD(0) uses the predicted future reward at next time steps as
the supervision for the current step. The difference between the
two types of supervision is that the predicted future reward is

7

usually a much more smoothed target than the discounted future
reward and, hence, can make learning easier.
The algorithm is scalable to a large number of sensors. First,
increasing the number of sensors does not affect the approximation architecture of the danger-level function. Second, the
number of iterations needed by the learning process probably
increases when more sensors are added, but the learning convergence is guaranteed for linear approximation and can usually
be controlled for nonlinear approximation by adjusting the parameter λ. Third, for both linear and nonlinear approximations
in (11) and (12), the computational cost of prediction is linear
with the number of sensors.
In addition, we need to discuss the initialization problem
of the learning algorithm. Any random initialization of the
parameter vector r satisfies the linearly parameterized approximation constructed by TD(λ) since the convergence is guaranteed as long as some constraints are satisfied. However, the
initialization is crucial to the quality of the nonlinear function
approximation, and even the convergence may depend on the
choice of initial values. In this paper, the nonlinear representation of (12) comes from the idea of sink points so that the
intuitive choice of initial ri can be the cluster centers of the
features of collapse trajectories.
VI. E XPERIMENTS
Our general framework has a wide range of applications for
the problems of detecting unsafe system states based on the
analysis of multisensor data streams. This paper applies it to
the driving safety prediction problem to demonstrate its effectiveness. Currently, the ever-increasing traffic accidents due to a
driver’s diminished vigilance level poses a serious problem for
society. Drivers with a diminished vigilance level suffer from
a decline in their perception, recognition, and vehicle-control
abilities and, therefore, pose a serious danger on their and other
people’s lives [1], [15]. According to the National Highway
Traffic Safety Administration, each year, there are at least
100 000 crashes that are caused by drowsy drivers, which results in more than 1500 fatalities and 71 000 injuries in the U.S.
[28]. Therefore, developing systems that actively monitor the
state of both the driver and the car and are able to alert the driver
of any unsafe driving is essential for increasing driving safety.
A. Data Collection
Our experimental data were collected through the STISIM
simulator that is a product of over three decades of research
by Systems Technology, Inc. STISIM is a personal computerbased interactive driving simulator that allows the driver to
control all aspects of driving, including the vehicle’s speed and
steering. The whole system includes a computer running the
STISIM software, a projector displaying the driving scenarios,
a steering wheel, a brake, and a throttle pedal (see Fig. 51 ). The
driving scenario, including windy weather, slippery road, red
light, stop sign, speed limit, pedestrian, policeman, buildings,

1 The

picture comes from the STISIM website.
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Fig. 5. Interface of the STISIM driving simulator.

Fig. 6. Segment of data samples of lane position, throttle acceleration, brake
acceleration, and velocity.

and so on, was carefully designed to make the simulation as
close to reality as possible.
One capability of the STISIM simulator is that it can perform
real-time capture of various dynamic parameters related to
the driving states, including time stamp, distance, lateral lane
position, acceleration due to the throttle, deceleration due
to the brake, velocity, steering input counts, throttle input
counts, brake input counts, the minimum range between the
driver and all vehicles in the driver’s direction, the minimum
range between the driver and all vehicles opposite the driver’s
direction, etc., with a resolution as high as 30 samples/s.
These sensor readings are the original features. Fig. 6 shows
a segment of data samples containing lane position, throttle
acceleration, brake acceleration, and velocity, where the red
mark indicates a vehicle collision. STISIM also captures the
individual mistakes including speeding, stop-sign violation,
red-light ticket, etc., which form a long-term variable affecting
the driving state (see Section IV).
We hired 36 drivers, each of whom drove for about 20 min,
with an average of three crashes per driving session. In estimating the danger-level function, we used the cross-validation
approach that at each iteration, one driver is left out for testing,
and the remaining drivers are used for training. The average
performance of the 36 drivers is compared with the baselines.
B. Setup and Convergence
In our experiments, each trajectory consists of L = 60
frames, with each frame corresponding to a feature vector

extracted from a time window of 15 s (see Section IV). There is
an 80% overlap between each pair of neighboring frames. The
ratio of the number of noncrash trajectories to that of crash
trajectories is kept to 10 : 1 for each driving session so that at
each iteration, we have about 1050 noncrash trajectories and
105 crash trajectories (extracted from any 35 driving sessions)
for training and leave about 30 noncrash trajectories and three
crash trajectories (extracted from the remaining one driving
session) for testing.
The discount factor α is set to eln w/L , where L is the length
of the trajectory, so that the farthest frame is discounted to at
most w. In the nth iteration, we choose γn = 100/(100 + n0.8 )
instead of γn = c/(d + n) because it makes the updating of r
converge more quickly while achieving similar performance.
The parameter λ of TD(λ) is set to λ = e−n/1000 . This setting
gives relatively large values to λ at the beginning of the learning
process so that the penalties/rewards can quickly be propagated
backward from the end of the trajectories. As the learning
process progresses, λ becomes increasingly smaller, and hence,
we can rely increasingly more on the values of the nearest
downstream. In the experiments, the parameter r converges to
a stable value after about 10 000 iterations if the approximation
architecture of J(Xt , r) is linear and about 100 000 iterations if
J(Xt , r) is nonlinear. In each iteration, a trajectory is randomly
selected from the training set and then put back, i.e., each
trajectory can be chosen for multiple times.
C. Evaluation
After the parameter vector r is estimated from the training
data, the danger level for any test driving session can be
calculated by extracting features and feeding the features to the
danger level function. Fig. 7 gives the curves of the danger level
function on two test driving sessions. The function is the linearly parameterized approximation. The crash points (indicated
by the red marks) and their preceding frames have very small
values of danger level. This is consistent with the fact that the
smaller the danger level is, the more dangerous the system state
will be. There are some other noncrash points that have very
small danger level values. Manually checking some of these
points by playing back the driving sessions using the STISIM
system shows that the drivers at these points usually risk unsafe
driving. Since these points are not labeled as “unsafe,” it
underestimates the performance of our approach to some extent.
We compare our algorithm with two baselines. The first
baseline is a two-category classifier using logistic regression.
Logistic regression is generally considered as a safe and robust
classification method that relies on few assumptions [12]. The
training data used for training this classifier are manually
labeled with hard labels, as described in Section III. The second
baseline approximates the danger level function with a general
linear regression. In this case, the training data are manually
labeled with soft labels. Note that the training data for both
baselines are labeled manually, and therefore, comparing our
approach with the baselines demonstrates the effectiveness of
avoiding the labeling issue for our approach.
We specifically define an evaluation metric to measure the
performance of both our approach and the baselines. The goal
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Fig. 7. Curves of the danger level function on two testing driving sessions. The function is a linearly parameterized approximation. The red marks indicate crash
points.

of the evaluation metric is not to compare the “intelligent”
versus “unintelligent” systems but to first determine whether
our approach is an improvement over no crash warning system
and the baselines. The intuitive idea of the metric is to measure
how much the probability of accidents increases when we only
look at the alerted danger time instead of the total time. The
higher the increase there is, the more power of detecting unsafe
driving there will be. However, we need to exactly specify some
important terms to quantitatively define the metric.
As we know, we do not have ground truth for the test data,
except at the crash points. To make the evaluation feasible, tr
seconds before each crash is directly defined as real danger
time, assuming that the real danger level at these time stamps
is very high. Let Tr be the total real danger time in the test
data and T be the total test driving time. The claimed danger
time, which is denoted as Tc , is the time when the value of
danger level exceeds a threshold. Let Tcr be the real danger
time that is also claimed as danger time by our approach or
the baselines. With these definitions, the precision denoted
by p can be defined as p = Tcr /Tc , and pr = Tr /T is the
percentage of the real danger time in the total time. Then,
the ratio R = p/pr expresses how much the probability of
accidents increases when we only look at the claimed danger
time instead of the total time. The greater the value of R is, the
better the performance will be. R is calculated at a certain level
of percentage of claimed danger time in total time, which is
denoted as Pc = Tc /T . Usually, a lower Pc is preferred because
a high Pc often means a high rate of false alarm that may result
in a “cry wolf” effect where drivers cease to trust automation.
Pc can be lowered down by adjusting the threshold for the
danger level. Each threshold corresponds to a value of Pc ,
and, in turn, Pc determines R. Therefore, we can generate a
Pc −R curve by adjusting the threshold from the minimum to
the maximum. The curve represents the performance of the corresponding approach. Note that the real number output, instead
of the binary output, of the first baseline (logistic regression)
is used so that we can plot a continuous curve for it. Fig. 8
gives the Pc −R curves of both our approach and the baselines.
Obviously, the curve for the random guess is always one, which
is marked as red. From the figure, the order of performance

Fig. 8. Pc −R curves of our approach and the baselines. R expresses how
much the probability of accidents increases when we only look at the claimed
danger time. Pc is the percentage of claimed danger time in total time.

at low Pc (< 5%), from low to high, is described as follows: random guess < logistic classifier < linear regression <
linear TD learning < nonlinear TD learning. It shows that our
approach, both linear and nonlinear TD learning, outperforms
the baselines because our approach can avoid the labeling
issue. In particular, the performance of nonlinear TD learning
is much better than those of other methods. We compare the
performance at low Pc (< 5%) because it is preferable for
the in-vehicle warning system to work at low Pc . If we only
look at the claimed danger time, the possibility of accidents is
much higher than the average (R > 1), which means that our
approach does have much of an ability to detect unsafe driving.
D. Time and Space Complexity
It is worthwhile mentioning the time and space requirement
for the application of driving safety prediction. The TD learning
takes about several minutes to approximate the linear dangerlevel function and about 1 h for nonlinear approximation. Fortunately, the danger-level function can be learned offline and once
for all. Once the danger-level function is well-trained, testing

Authorized licensed use limited to: University of Illinois. Downloaded on January 5, 2010 at 01:53 from IEEE Xplore. Restrictions apply.

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.
10

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS

Fig. 9. (a) Live prototype system. The left screen displays the driving scenario, and the right screen displays the interface of the prediction module. (b) Detailed
description of the prediction interface.

speed is much faster than real time on a personal computer
desktop since the only computation is feature extraction and
calculation of (11) or (12). The memory required in the testing
stage mainly depends on the length of the time window because
the feature is extracted from sensor readings in a window right
before the current time stamp. These historical sensor readings
should be buffered in memory. In this work, where the window
length is 15 s, the buffer memory is only 70 kB. Considering its
fast testing speed and low memory requirement, our approach
is very suitable for resource-constrained environments.
E. Live Prototype System
As mentioned in Section VI-D, if the danger-level function is
well-trained and ready for use, detection of unsafe driving from
sensor stream data can be realized in real time. In accordance
to this, we built a live prototype system to predict unsafe
driving states. The system consists of the following three major
modules.
1) Data acquisition module: This module captures the
vehicle’s dynamic parameters in real time. We use an
STISIM driving simulator whose interface is shown in
Fig. 5. The STISIM software provides programming interfaces that allow access to the sensor stream data.
2) Feature extraction module: This module converts the
raw sensor readings and individual mistakes into predefined statistical features (see Section IV).
3) Prediction module: This module feeds the extracted features to the danger-level function and outputs numerical
danger-level scores live. The score triggers the warning
interface if it exceeds a predefined threshold learned from
training samples.
Fig. 9(a) shows our prototype system where the left screen
displays the driving scenario, and the right screen is the user
interface of the prediction module. A detailed illustration of this
interface is given in Fig. 9(b). On the interface, the sensor data,
feature dimensions, and danger level curve are displayed in real
time. A bar representation of the danger level is also given on
the left side of the interface. The height and color of the bar
reflect the magnitude of the danger level. If the danger level
exceeds the threshold, a voice warning message is immediately
announced to alert the driver. The driver’s face image is also

captured by a camera installed in the vehicle and displayed on
the user interface. At the current stage, we do not utilize the
information of facial expression and PERCLOS. However, it
can easily be incorporated into our framework, although we
leave this for future work.
Note that the danger level function used in this prototype
system is trained on the data set described in Section VI-A using
nonlinear TD learning. Hence, the corresponding evaluation
curve in Fig. 8 basically gives the objective performance of this
system. To further evaluate the entire system, 11 participants
were invited to freely operate the system. An expert simultaneously observed the driver state, driving state, and danger level
and gave an subjective evaluation of this system at the end of
each driving session. Results showed that the system can predict
main driving risks due to sharp turning, sudden acceleration/
deceleration, continuous weaving, approaching objects, etc. In
addition, the system is sensitive to the changes in the driver’s
state (e.g., fatigue) and changes in road conditions (e.g., windy
and slippery road), because these changes usually result in
changes of driving states. We did not evaluate the user experience of operating a vehicle with this prototype system turned
on to alert the driver in case of unsafe driving. Psychological
experiments are needed to obtain a statistic of the drivers who
benefit from the warning messages given by the system, who
do not benefit from the system, and who are annoyed by the
warning messages. We leave this for future work.
VII. C ONCLUSION
This paper has proposed a general framework to detect unsafe system states. It uses TD learning to approximate a dangerlevel function that indicates how safe/unsafe the system is by
analyzing the multisensor data that capture the basic parameters
of the system. The main challenge to the learning procedure
was the labeling issue, i.e., it was nearly impossible to label
the training data with an objective danger level, except at the
collapse points, where an extremal penalty can be assigned, and
at the successful ends, where a reward can be assigned. This
paper used TD learning to avoid the labeling issue. The TD
learning approximated the danger-level function by propagating
the penalty and reward to the entire feature space following
some constraints. The approach was applied to, but not limited

Authorized licensed use limited to: University of Illinois. Downloaded on January 5, 2010 at 01:53 from IEEE Xplore. Restrictions apply.

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.
NING et al.: GENERAL FRAMEWORK TO DETECT UNSAFE SYSTEM STATES FROM MULTISENSOR DATA STREAM

to, the application of driving safety, and the experimental results
and the live prototype system demonstrate the effectiveness of
the approach.
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