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Abstract—We describe a novel extension of subspace codes
for noncoherent networks, suitable for use when the network
is viewed as a communication system that introduces both
dimension and symbol errors. We show that when symbol
erasures occur in a significantly large number of different basis
vectors transmitted through the network and when the min-cut of
the networks is much smaller then the length of the transmitted
codewords, the new family of codes outperforms their subspace
code counterparts.

For the proposed coding scheme, termed hybrid network
coding, we derive two upper bounds on the size of the codes.
These bounds represent a variation of the Singleton and of
the sphere-packing bound. We show that a simple concatenated
scheme that represents a combination of subspace codes and
Reed-Solomon codes is asymptotically optimal with respect to
the Singleton bound. Finally, we describe two efficient decoding
algorithms for concatenated subspace code.

I. I NTRODUCTION

It was suggested in [8] to use subspace coding for error
correction, when the network topology is not known, or when
it changes with time. In that scheme, the errors are modeled
as dimension gains and dimension losses. These notions,
although of theoretical value, may appear rather abstract in
certain networking applications, where packets (symbols or
collections of symbols) are subjected to erasures or substitu-
tion errors.

We proposea hybrid approach to noncoherent network
coding, which attempts to connect the notions of dimension
loss and gain with those of individual symbol errors and era-
sures. The crux of our approach is to consider network coding
where dimension gains and losses, in addition to individual
symbol errors and erasures, are all possible. This allows us
to study the trade-offs between the required overhead in the
network layer aimed at correcting dimension gains/losses,and
the overhead in the physical layer designated to correcting
symbol erasures and errors.

Our main result shows that by incorporating symbol error
correcting mechanism into subspace codes, one can increase
the number of tolerable dimension gains and losses, without
compromising the network throughput. Hence, the proposed
approach leads to an increase in the overall number of cor-
rectable errors in the subspace-based scheme akin to [8].
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There are various potential applications for hybrid network
codes [6]. Hybrid codes can be useful in networks where
no link-layer error correction is performed. Such networks
include sensor networks for which the computational power of
intermediate nodes is not sufficiently large. This preventserror
correction to be performed before the errors propagate through
the network. Hybrid codes can also be used in networks for
which a physical layer packet is very small, the network layer
packet consists of many physical layer packets, and where the
packet can be regarded as a single symbol. In this case, if an
error in the physical layer packet cannot be decoded, a symbol
error is declared.

II. N OTATION AND PRIOR WORK

Let W be a vector space over a finite fieldFq. We use the
notationdim(W ) for the dimension ofW . For a set of vectors
S ⊆ W , we use〈S〉 to denote the linear span of the vectors
in S. We also use the notation〈u1,u2, · · · ,uℓ〉 for a vector
span of the set of vectors{u1,u2, · · · ,uℓ}. Let N be the set
of the positive integer numbers. We write0m to denote the
all-zero vector of lengthm, for anym ∈ N. When the value
of m is clear from the context, we sometimes write0 rather
than0m. We also denote byei ∈ F

n
q a unity vector which has

a one in positioni ∈ N and zeros in all other positions.
Let V andU be linear subspaces ofW . We denote the sum

of U and V as U + V = {u + v : u ∈ U,v ∈ V }. If
U ∩ V = {0}, then for anyw ∈ U + V there is a unique
representation in terms of the sum of two vectorsw = u+v,
whereu ∈ U and v ∈ V . In this case we say thatU + V
is a direct sum, and denote it byU ⊕ V . It is easy to check
that dim(U ⊕ V ) = dim(U) + dim(V ). Let W = U ′ ⊕ U ′′.
For V ⊆ W we define a projection ofV ontoU ′, denoted by
V |U ′ , as follows:

V |U ′ = {u1 : u1 + u2 ∈ V, u1 ∈ U ′, u2 ∈ U ′′} .

Similarly, we denote the projection of the vectoru onto U ′

by (u)|U ′ . For two vectors,u andv, we writeu ·v to denote
their scalar product. IfW = U ′ ⊕ U ′′ and for all u ∈ U ′,
v ∈ U ′′ it holds u · v = 0 (i.e. U ′ andU ′′ are orthogonal),
we also writeW = U ′

⊙

U ′′.
Assume thatdim(W ) = n. We use the notationP(W, ℓ) for

the set of all subspaces ofW of dimensionℓ, andP(W ) for
the set of all subspaces ofW of any dimension. The number
of ℓ-dimensional subspaces ofW , 0 ≤ ℓ ≤ n, is given by the



q-ary Gaussian coefficient (see [14, Chapter 24]):

|P(W, ℓ)| =

[

n
ℓ

]

q

=

ℓ−1
∏

i=0

qn−i − 1

qℓ−i − 1
.

For U, V ∈ W ,

D(U, V ) = dim(U) + dim(V )− 2 dim(U ∩ V )

is a distance measure betweenU andV in the Grassmanian
metric (see [8]). We use the notationd(u,v) for the Hamming
distance between two vectorsu andv of the same length.

We say that the codeC is an [n, ℓ, logq(M), D]q subspace
code, if it is represents a collection of subspaces in an ambient
spaceW over Fq, which satisfies the following conditions:

1) W is a vector space overFq anddim(W ) = n;
2) for all V ∈ C, dim(V ) = ℓ;
3) |C| = M ;
4) for all U, V ∈ C, U 6= V , it holds thatdim(U ∩ V ) ≤

ℓ−D, so that consequentlyD(U, V ) ≥ 2D.
In [15] and [8], the subspace codeK with parameters[ℓ +
m, ℓ,mk,≥ 2(ℓ− k + 1)]q was presented, wherek ≤ ℓ ≤ m.

Lemma II.1. Let W = U ′ ⊕ U ′′ be a vector space over
Fq, and letV1, V2 ⊆ W be two vector subspaces. Then

D(V1, V2) ≥ D(V1|U ′ , V2|U ′) .

III. H YBRID CODING FORSYMBOL ERASURES AND

DIMENSION GAINS/LOSSES

A. Motivation

Let WL denote the spaceFn
q for somen ∈ N and letL be

a collection of subspaces ofWL of dimensionℓ. Assume that
V ∈ L is transmitted over a noncoherent network. Assume
also thatρ symbol errors andµ symbol erasures happened to
any of the vectors ofV , while they were propagating through
the network. Denote byU the subspace spanned by the vectors
obtained at the destination.

Then, the vectors observed by the receiver are linear com-
binations of the vectors inV . Each of these vectors has, in the
worst case scenario, at mostρ symbol errors andµ symbol
erasures. Indeed, this can be justified as follows. If some vector
x was transmitted in the network, and an erasure (or error)
occurred in itsj-th entry, in the worst case scenario this erasure
(error) can effect only thej-th coordinates inall vectors inU ,
causing this coordinate to be erased (or altered, respectively)
in all of them. This is true for any network topology. Such
erasure (or error) does not effect any other entries in the
vectors observed by the receiver.

This observation motivates the following definitions.

Definition III.1. Consider a vector spaceU ⊆ WL. Write
WL = WS

⊙

〈ej〉 for some1 ≤ j ≤ n and for some subspace
WS . A symbol error in coordinatej of U is a mapping from
U to U ′ ⊆ WL, such thatU 6= U ′ andU |WS

= U ′|WS
.

Definition III.2. Let U ⊆ WL and assume thatWL =
WS

⊙

〈ej〉 for some1 ≤ j ≤ n and for some subspaceWS .

A symbol erasurein coordinatej of U is a mapping fromU
to U ′ ⊆ WS , such thatU |WS

= U ′.

Observe, that symbol errors and erasures can be combined.
There are four potential types of data errors in a network that
are not necessarily incurred independently:

1) Symbol erasures;
2) Symbol errors;
3) Dimension losses;
4) Dimension gains.

B. Code Definition

We start the development with the following definition.

Definition III.3. A subspace codeL ⊆ P(WL, ℓ) (a
collection of subspaces inWL of dimensionℓ) is called acode
correcting d − 1 symbols erasures andD − 1 dimension
errors or a (d,D) hybrid code if it satisfies the following
properties:

1) For anyU ∈ L, dim(U) = ℓ.
2) For anyU, V ∈ L, dim(U)+dim(V )−2 dim(U∩V ) ≥

2D.
3) Let V ∈ L. Let V ′ be the subspace obtained fromV

by µ symbol erasures, whereµ ≤ d − 1. Then, for any
possible combination ofµ symbol erasures withµ ≤
d − 1, dim(V ′) = ℓ and the spaceV is the only pre-
image ofV ′ in L (underµ symbol erasures).

4) Let U, V ∈ L. Let U ′, V ′ be obtained fromU and V ,
respectively, byµ symbol erasures, whereµ ≤ d − 1
(here bothU and V have erasures in the same set of
coordinates). Then,dim(U ′) + dim(V ′) − 2 dim(U ′ ∩
V ′) ≥ 2D.

Observe that condition (1) is a special case of condition (3),
and (2) is a special case of condition (4), and therefore the first
two conditions can be omitted.

Theorem III.1. Let L ⊆ P(WL, ℓ) be a code satisfying
(1)-(4). Then,L is capable of correcting any error pattern of
d− 1 symbol erasures andD − 1 dimension errors.

Henceforth, we use the notation[n, ℓ, logq(M), 2D, d]q
1 to

denote the subspace codeL ⊆ P(W, ℓ) with the following
properties:

1) dim(W ) = n;
2) for all V ∈ C, dim(V ) = ℓ;
3) |L| = M ;
4) L is a code capable of correctingd−1 symbols erasures

andD − 1 dimension errors.

IV. B OUNDS ON THEPARAMETERS OFHYBRID CODES

In this section, we develop the Singleton and the sphere-
packing bound for hybrid codes handling dimension losses
and gains, and symbol erasures simultaneously.

1Whenever it is apparent from the context, we omit the subscriptq.
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A. Singleton Bound

Assume that a vector spaceW overFq has dimensionn, and
let L ⊆ P(W, ℓ) be a subspace code. In what follows, we use
a puncturing of the codeL, which is similar to symbol erasure
in all V ∈ L, but has a different assumption on the receiver’s
knowledge. Specifically, we use the following definition.

Definition IV.1. Puncturing of the codeL at position j
is equivalent to the definition of erasure at coordinatej in
Definition III.2. The only difference is that in Definition III.2
it is assumed that the receiver knows which coordinate was
erased, while in this context no such knowledge is assumed.

Theorem IV.1. Let L be a code of type
[n, ℓ, logq(M), 2D, d] in the ambient spaceWL. If d > 1,
then coordinate puncturing at coordinatej yields a code with
parameters[n− 1, ℓ, logq(M), 2D,≥ d− 1].

Theorem IV.2. The sizeM of the [n, ℓ, logq(M), 2D, d]q
codeL satisfies

M ≤ Aq(n− d+ 1, ℓ, 2D) ,

whereAq(n, ℓ, 2D) stands for the size of the largest subspace
code[n, ℓ,M ′, 2D]q.

Proof: We applyd− 1 coordinate puncturings toL. The
resulting code has the same number of codewords asL, and it
is a set ofℓ dimensional subspaces in an−d+1 dimensional
space, whose pairwise intersection is of dimension≤ ℓ−D. In
particular, its size is upper bounded byAq(n− d+ 1, ℓ, 2D).

Definition IV.2. Therate of the subspace codeL is defined
asR =

logq(|L|)

nℓ .

Next, let

λ =
ℓ

n
, ∆ =

D

ℓ
andδ =

d

n
.

An asymptotic version of the latter bound is as follows.

Corollary IV.3. The rate of the[n, ℓ, logq(|L|), D, d]q code
L satisfies

R ≤

(

1−∆−
1

n

)(

1− δ − λ+
1

n

)

+ o(1) .

B. Sphere-Packing Bound

Let WL be ambient spaceFn
q , and let 0 ≤ ℓ ≤ n. Fix

two integersT ∈ [0, n], and t ∈ [0, n]. Two vector spaces
U, V ∈ P(WL, ℓ) are called(T, t)-adjacent if there exists a
set of coordinatesS = {i1, i2, · · · , is} ⊆ [n], s ≤ t, and a
vector spaceWS such that

WL = WS

⊙

〈ei1 , ei2 , · · · , eis〉 ,

and
D(U |WS

, V |WS
) ≤ T .

Note that the adjacency relation is symmetric with respect to
the order ofU, V , namelyU andV are(T, t)-adjacent if and
only if V andU are (T, t)-adjacent.

Assume that the codeL is used over the network. LetU1 ∈
L be transmitted, and let the spaceV ∈ P(WL, ℓ) be received
as a result ofT dimension erasures or gains, andt coordinate
erasures. Then,U1 and V are (T, t)-adjacent. If there is no
other codewordU2 ∈ L such thatU2 andV are(T, t)-adjacent,
then the decoder, which is able to correctt coordinate erasures
andT dimension erasures/gains, can recoverU1 from V .

Definition IV.3. Let WL be the vector spaceFn
q , and let

V ∈ P(WL, ℓ). The sphereS(V, ℓ, T, t) aroundV is defined
as

S(V, ℓ, T, t) = {U ∈ P(WL, ℓ) : V,U are (T, t)-adjacent} .

Theorem IV.4. Let L be a [n, ℓ, logq |L|, D, d]q code. For
any V ∈ L, any 0 ≤ T ≤ 2ℓ and any0 ≤ t < d,

|S(V, ℓ, T, t)| ≥

t
∑

s=0

(

n

s

)

·

T/2
∑

i=0

qi
2

[

ℓ

i

][

n− s− ℓ

i

]

.

From Theorem IV.4, the following sphere-packing-type
bound is obtained.

Corollary IV.5. Let L ⊆ P(WL, ℓ) be a code that corrects
d−1 symbol erasures andD−1 dimension losses/gains. Then

|L| ≤

[

n
ℓ

]

∑d−1
s=0

(

n
s

)

qℓs ·
∑(D−1)/2

i=0 qi2
[

ℓ
i

][

n−s−ℓ
i

]

. (1)

The next bound is an asymptotic counterpart of (1):

|L|
·
≤ 4qℓ(n−d−ℓ+1)−nh2((d−1)/n) logq 2−(D−1)(n−d−D+2) ,

whereh2(x) denotes the binary entropy function, andf(x)
·
≤

g(x) means thatf(x) is asymptotically bounded from above
by g(x).

By taking base-q logarithm and dividing byℓn, we obtain
the following result.

Corollary IV.6. Let L ⊆ P(WL, ℓ) be a code that corrects
d−1 symbol erasures andD−1 dimension losses/gains. Then,
its rate satisfies:

R ≤

(

1− δ − λ+
1

n

)

−

(

∆−
1

ℓ

)(

1− δ − λ∆+
2

n

)

−

(

1− h2

(

δλ−
1

n

))

logq 2

ℓ
+ o(1) .

V. HYBRID CODE

A. Code Construction

Denote byW the vector space(Fq)
m+ℓ, and letC be a set

of subspaces ofW of dimensionℓ, such that for anyU, V ∈ C,
V 6= U , dim(U∩V ) ≤ ℓ−D. We fix a basis ofW , and denote
its vectors by{u1,u2, · · · ,um+ℓ}. We denote the decoder for
the subspace metric andC by DC.

Let G be a(ℓ+m)×n generator matrix of the[n, ℓ+m, d]
Generalized Reed-Solomon (GRS) codeC over Fq of length
n

△

= ℓ+m+ d− 1 (see [9, Chapter 5] for more details).
We use the notationGi for the i-th row of G, for i =

1, 2, · · · , ℓ+m. The codeC is capable of correcting any error
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pattern ofρ errors andµ erasures given that2ρ+ µ ≤ d− 1.
In this section, we are particularly interested in the case when
ρ = 0.

Denote byDRS the decoder for the codeC. Consider a
field Fqn , which can also be viewed as a vector space(Fq)

n,
denoted byWL. Let A be an(ℓ+m)× (ℓ+m) matrix over
Fq such that

∀i = 1, 2, · · · , ℓ+m : ei = uiA ,

and therefore

∀i = 1, 2, · · · , ℓ+m : Gi = uiAG .

We define a linear mappingEL : W → WL as follows. For
an arbitrary vectorv ∈ W , EL(v) = vAG. This mapping,
with a slight abuse of notation, can naturally be extended to
the mappingEL : P(W ) → P(C), whereP(C) stands for a
set of all linear sub-codes ofC. For anyV ∈ P(W ), we have
EL(V )

△

= {vAG : v ∈ V }.
It is easy to see thatEL is a linear mapping, and that the

image of the linear spaceV is a linear space. Moreover, it
is straightforward to show that this mapping, when applied to
subspaces ofW , is one-to-one. Thus, for anyV ∈ W ,

dim(V ) = dim(EL(V )) . (2)

One can check that for anyU, V ∈ W , there holds

dim(U ∩ V ) = dim(EL(U) ∩ EL(V )) . (3)

Next, we define a codeL ∈ P(WL, ℓ) as L =
{EL(V ) : V ∈ C}.

Theorem V.1. The codeL is a hybrid code overFq, with
parameters[n, ℓ, |C|,≥ 2D,≥ d].

Corollary V.2. LetV be a subcode ofC (of any dimension).
Let V ′ be obtained fromV by arbitrary µ symbol erasures,
such thatµ ≤ d− 1. Then,dim(V ′) = dim(V ) and the space
V is the only pre-image ofV ′ in P(C).

B. Asymptotic Optimality

Consider the codeL constructed from the subspace code
with parameters[m+ ℓ, ℓ, logq |C|, 2D]q and a classical GRS
code with parameters[n,m + ℓ, d]q, n = ℓ + m + d − 1, as
described in the previous section. The resulting codeL is a
[n,m+ℓ, logq |C|, 2D, d]q code. The number of codewords of
the code is|C|. If we take |C| as described in [8], then the
q-ary logarithm of the number of the codewords is given by
logq |C| = m(ℓ −D + 1). This code is asymptotically order-
optimal (i.e., optimal up to a constant factor) with respectto
the Singleton bound.

C. Examples: Hybrid versus Subspace Codes

We show the advantage of using the codeL over K in
the case where all data errors in the noncoherent network
take form of symbol erasures. Each symbol erasure can be
the cause of dimension loss. In this case, the codeL has
more codewords thanK while having the same overall error-
correcting capability. The advantage of the new construction

is significantly more pronounced when the gap betweenℓ and
m is large.

Example V.1. Take the codeK with parameters[m +
ℓ, ℓ,mk, 2(ℓ− k + 1)] = [12, 4, 16, 6]q. This code can correct
up to and including two dimension losses and it containsq16

codewords.
For comparison, takeW = (Fq)

10 and consider the set
P = P(W, 4), where |P| =

[

10
4

]

q
. Fix some basis{ui}

10
i=1

for P. Let C be a[12, 10, 3]q GRS code, withq ≥ 11. Define
the mappingEL : W → C as before.

The resulting codeL has parameters[12, 4, logq
(

[

10
4

]

q

)

,≥

2, 3]q. SinceC has a minimum distance3, L can correct any
two symbol erasures.

The number of codewords in the code equals
[

10

4

]

q

=
(q10 − 1)(q9 − 1)(q8 − 1)(q7 − 1)

(q4 − 1)(q3 − 1)(q2 − 1)(q − 1)
> q24.

This number is strictly larger than4q16 (for all q ≥ 11), which
is an upper bound on the size of any[12, 4, 16, 6]q subspace
code [8].

The examples described above motivate the following ques-
tion: how many symbol erasures should be counted towards
one dimension loss for the case that the subspace and hybrid
codes have the same number of codewords?

To arrive at the desired result, we use an upper bound on the
size of L̂, which was derived in [8]. Therefore, our findings
are also valid for the codes constructed in [8], [12], [1], as
well as for any other subspace code.

Let us fix the values of the parametersn and ℓ. Any
subspace codêL is capable of correcting̃D − 1 dimension
losses, so in the worst case scenario, it can provably correct
only up to D̃ − 1 symbol erasures. From [8, Theorem 9] we
have

|L̂| ≤

[

n− D̃ + 1

ℓ− D̃ + 1

]

q

< 4q(ℓ−D̃+1)(n−ℓ) .

In comparison, the number of codewords in the code con-
structed in Section V-A is given by

|L| = q(ℓ−D+1)(n−ℓ−d+1) .

In order to achieve the same erasure-correcting capability, we
setD̃− 1 = (D− 1)+ (d− 1). The underlying assumption is
thatD−1 symbol erasures are corrected as dimensional losses,
while the remaining erasures are handled as simple erasures.
We require that, for smallǫ > 0,

(ℓ− (D̃−1))(n−ℓ)+ǫ < (ℓ− (D−1))(n−ℓ− (d−1)) , or

(n− 2ℓ+ (D − 1))(d− 1) > ǫ . (4)

The latter inequality holds for any choice ofD ≥ 2 and
d ≥ 2, whenn ≥ 2ℓ + ǫ′, for some smallǫ′ > 0. When the
inequality (4) is satisfied, hybrid codes correct more symbol
erasures than any constant-dimension subspace code, designed
to correct dimension errors only.
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Next, we maximize the number of codewords inL under
the constraints that(D − 1) + (d − 1) = D̃ − 1, andD ≥ 1,
d ≥ 1, whereD̃ is fixed andD, d are allowed to vary. We find
that the value ofd that maximizes the number of codewords
equals

dopt =
n+ D̃ + 1

2
− ℓ.

If n > 2ℓ, then under the given constraints, the optimal value
of d equalsdopt = D̃.

Assume that for a specific codeL, correcting a dimension
loss is on average equivalent to correctingc symbol erasures,
for somec > 0.

If the error pattern consists of no dimension losses andd−
1 symbol erasures, thenq-log of the number of codewords
becomesℓ(n−ℓ− (d−1)). In comparison, if the error pattern
consists ofD − 1 dimension losses and no symbol erasures,
then q-log of the number of codewords becomes(ℓ − (D −
1))(n−ℓ). Since each dimension loss is on average equivalent
to c symbol erasures, we have

(ℓ− (d/c− 1))(n− ℓ) = ℓ(n− ℓ− (d− 1)) .

We obtain thatc ≈ (n− ℓ)/ℓ. Therefore, vaguely speaking, it
is as hard to correct one dimension loss as to correct(n−ℓ)/ℓ
symbol erasures.

VI. D ECODING

We proceed to present an efficient decoding procedure
which handles symbol erasures, dimension losses and dimen-
sion gains. Note that the proposed decoding method may fail
in the case that symbol errors are also present. This issue is
discussed in more details in Section VII.

As before, assume thatV ∈ L is transmitted over a
noncoherent network. Assume also thatU ∈ P(WL, ℓ

′), where
ℓ′ is not necessarily equal toℓ, was received.

Let U ′ denote the vector spaceU , where all erased coor-
dinates are deleted. Similarly, letC′ denote the codeC where
all coordinates erased inU are deleted. We first compute
Ũ ′ = C′ ∩ U ′, the intersection ofU ′ with the subspace
spanned by the codeC′. Assume that{γ′

1,γ
′
2, · · · ,γ

′
ℓ′′} are

basis vectors of̃U ′ (when all erased coordinates are deleted),
andγ′

i ∈ (Fq ∪ {?})n. We apply the erasure-correcting GRS
decoderDRS of the codeC on eachγ′

i so as to obtainγi. Let
Ũ = 〈γ1,γ2, · · · ,γℓ′′〉. We proceed to apply the inverse of
the mappingEL, denoted byE−1

L , to Ũ . The resulting subspace
Ṽ is a subspace ofW , on which we now run the decoder for
the codeC.

The algorithm described above is summarized in Figure 1.
This decoder can correct any combination ofΘ dimension

losses andΩ dimension gains such thatΘ+Ω ≤ D − 1, and
at mostd− 1 symbol erasures. This is stated in the following
theorem.

Theorem VI.1. The decoder in Figure 1 can correct any
error pattern of up tod− 1 symbol erasures and up toD− 1
dimension errors inL.

Input: U ⊆ (Fq ∪ {?})n.
Let U ′ be the spaceU , where all erased coordinates are

deleted.
Let C′ be the codeC, where all coordinates erased inU

are deleted.
Let Ũ ′ = C′ ∩ U ′.
Denote Ũ ′ = 〈γ′

1,γ
′
2, · · · ,γ

′
ℓ′′〉.

For i = 1, 2, · · · , ℓ′′ let γi = DRS(γ
′
i) .

Let Ũ = 〈γ1,γ2, · · · ,γℓ′′〉.
Let Ṽ = E−1

L (Ũ).
Let V0 = DC(Ṽ ).
Output: V0.

Fig. 1. Decoder for dimension errors.

The time complexity of the presented decoding algorithm
is bounded from above byO

(

(ℓ+m)n2 +D(ℓ+m)3
)

op-
erations overFq.

We note that the most time-consuming step in the decoding
process is decoding of a constant-dimension subspace code,
which requiresO(D(m+ℓ)3) operations overFq. However, if
the error pattern in a specific network contains a large number
of symbol erasures, we can design the code such thatD is
small (say, some small constant), thus reducing the complexity
of the overall decoder.

VII. C ORRECTINGDIMENSIONS AND SYMBOL ERRORS

We describe next how to use the codeL defined in
Section V-A for correction of error patterns that consist of
dimension losses, symbol erasures and symbol substitutions.
We show that the codeL is capable of correcting any error
pattern of up toΘ dimension losses,ρ symbol errors andµ
symbol erasures, wheneverΘ ≤ D − 1 and2ρ + µ ≤ d − 1.
However, we note that if in addition to dimension losses one
also encounters dimension gains, the decoder for the codeL
might fail. This issue is elaborated on in the second part of
Section VII.

A. Decoding

Henceforth, we assume thatV ∈ L is transmitted over a
noncoherent network and thatU ∈ P(WL, ℓ

′), whereℓ′ is not
necessarily equal toℓ, is received.

Suppose that{γ1,γ2, · · · ,γℓ′}, γi ∈ (Fq ∪ {?})n, are
some basis vectors ofU . We apply the GRS decoderDRS

for the codeC on all these vectors. This decoder produces the
vectors{β1,β2, · · · ,βℓ′} ∈ C. We denote byŨ the span of
these vectors. Then, we apply the inverse of the mappingEL,
denoted byE−1

L , to Ũ . The resulting subspace is a subspace
of W , on which the decoder for the codeC is applied.

The decoding algorithm can be summarized as in Figure 2.
Analysis of the Decoding Algorithm:

Theorem VII.1. The decoder in Figure 2 can correct any
error pattern in L which consists ofΘ dimension losses,ρ
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Input: U = 〈γ1,γ2, · · · ,γℓ′〉, γi ∈ (Fq ∪ {?})n.
For i = 1, 2, · · · , ℓ′ let βi = DRS(γi) .
Let Ũ = 〈β1,β2, · · · ,βℓ′〉.
Let Ṽ = E−1

L (Ũ).
Let V0 = DC(Ṽ ).
Output: V0.

Fig. 2. Decoder for symbol errors.

symbol errors andµ symbol erasures, wheneverΘ ≤ D − 1
and 2ρ+ µ ≤ d− 1.

Decoding Time Complexity:The time complexity of the
presented decoding algorithm is bounded from above by
O
(

Dn3 + ℓ′n2 + ℓ′2n
)

operations overFq.
The number of operations depends on the dimension of the

received subspace,ℓ′.

B. Dimension Insertion and Decoder Failure

The following example illustrates that the decoder in Fig-
ure 2 may fail in the presence of both symbol errors and
dimension gains.

Let {e1, e2, · · · , e6} ⊆ F
6
q, q ≥ 8, be a standard basis

of W , let ℓ = 3, and let C ⊆ W be a subspace code
with 2D = 6. The codeC is able to correct up to and
including two dimension losses and/or gains. Additionally, let
{u1,u2, · · · ,u6} ∈ F

8
q be a basis of a[8, 6, 3]q GRS code

C. The codeC is able to correct one symbol error. Assume,
without loss of generality, thatu5 = (x1, x2, x3, 0, · · · , 0) ∈ C
is a codeword of a minimal weight inC.

Assume that the sender wants to transmit the spaceZ =
〈e1, e2, e3〉 to the receiver. According to the algorithm, the
sender encodes this space asV = EL(Z) = 〈u1,u2,u3〉,
and sends the vectorsu1, u2, u3 through the network.
Assume that the vectoru3 is removed, and the erroneous
vector z = u4 + (x1, 0, · · · , 0) is injected instead. At this
point, the corresponding vector space under transmission is
〈u1,u2, z〉. Then, it is plausible thatu1, u2 andz propagate
further through the network due to network coding. To this
end, assume that the receiver receives the following linear
combinations,u1 + z andu2 + z. Assume also that during
the last transmission, the vectorz is subject to a symbol error,
resulting inz′ = u4 + (x1, x2, 0, · · · , 0).

The receiver applies the decoderDRS on these three vectors,
resulting in

DRS(u1 + z) = u1 + u4 ;

DRS(u2 + z) = u2 + u4 ;

DRS(z
′) = u4 + u5 .

We have that

Ũ = 〈u1 + u4,u2 + u4,u4 + u5〉 ,

and
Ṽ = 〈e1 + e4, e2 + e4, e4 + e5〉 .

Observe thatdim(Z∩Ṽ ) = 1 and thate1+e2 ∈ Z∩Ṽ , so that
the subspace distance betweenV andṼ is four. Therefore, the
subspace decoderDC may fail when decodingZ from Ṽ .

VIII. C ONCLUSION

We introduced a new class of subspace codes capable of
correcting both dimension errors and symbol errors, termed
hybrid codes. For these codes, we derived upper bounds on
the size of the codes and presented an asymptotically constant-
optimal concatenated code design method. We presented
polynomial-time decoding algorithms which are capable of
correcting the following error patterns:

• Dimension losses/gains and symbol erasures;
• Dimension losses and symbol erasures/errors.

We also discussed correction of error patterns that consistof
all four types of errors: dimension losses/gains and symbol
erasures/errors. As we illustrated by the example, the corre-
sponding task is difficult, and is left as an open problem.
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